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GRAITEC PRIVACY POLICY

1. Graitec Privacy Statement
This Privacy Policy aims at providing you with information
on the way we use your Personal Data which is directly
collected or processed via our website www.graitec.com
or indirectly via other means throughout our commercial
relationship with you. This Privacy Policy also applies to
Personal Data processed when you use Graitec software
products, online services, or cloud-connected features,
unless a more specific notice is provided.

Respecting your privacy is a paramount principle to us and
we commit to processing your Personal Data (“Personal
Data”) in strict compliance with the General Data
Protection Regulation 2016/679 (hereafter « GDPR ») and,
where applicable, the Regulation 2024/1689 Artificial
Intelligence Act (hereafter EU Al Act).

This policy is guided by the principles of the GDPR and we
undertake to ensure that:
e You remain in control of your Personal Data
e Your Personal Data is processed in a transparent,
confidential and secure way.

When Graitec provides functionalities that incorporate
artificial intelligence components — including statistical
systems, recommendation engines, completion tools or
assistance features — Graitec ensures that such systems
are designed and operated in full compliance with the EU
Artificial Intelligence Act. These systems qualify as limited-
risk or non-sensitive Al functionalities and do not involve
any automated decision-making producing legal or
similarly significant effects.

Where applicable, Graitec provides appropriate
information explaining the role of Al in the service, its
limitations, residual risks, and the means of obtaining
human review.

2. Identity and Contact Details of the Data Controller
The Data Controller is Graitec Innovation SAS, whose
registered offices are 20, rue de Provence, Paris 75009,
France (hereinafter “Graitec”).
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ZASADY OCHRANY OSOBNiCH UDAJU SPOLECNOSTI GRAITEC

1. Prohlaseni spolecnosti Graitec o ochrané osobnich tdaja
Cilem téchto zésad ochrany osobnich Gdaju je poskytnout vam
informace o tom, jakym zplisobem pouzivdme vase osobni Udaje,
které jsou pfimo shromazd'ovany nebo zpracovavany
prostiednictvim nasi webové stranky www.graitec.com nebo
neprimo jinymi prostiedky v ramci naseho obchodniho vztahu s
vami. Tyto zdsady ochrany osobnich Gdaju se rovnéz vztahuji na
osobni Gdaje zpracovavané pfi pouZivani softwarovych produktd
Graitec, online sluZeb nebo funkci pfipojenych k cloudu, pokud
neni uvedeno jinak.

Respektovani vaseho soukromi je pro nas zdsadnim principem a
zavazujeme se zpracovavat vase osobni Udaje (,0sobni Udaje”) v
prisném souladu s obecnym nafizenim o ochrané osobnich Gdajd
2016/679 (dale jen ,GDPR") a, kde je to relevantni, s nafizenim
2024/1689 o umélé inteligenci (dale jen ,,zakon EU o umélé
inteligenci”).

Tato politika se fidi zasadami GDPR a zavazujeme se zajistit, Ze:
J Zustane vam kontrola nad vasimi osobnimi udaji

. Vase osobni Udaje byly zpracovavany transparentnim,
dlvérnym a bezpecnym zplsobem.

Pokud spolecnost Graitec poskytuje funkce, které zahrnuji
komponenty umélé inteligence — véetné statistickych systémd,
doporucovacich modul(i, nastroji pro dokonéovani nebo
asistenénich funkci — zajistuje, aby tyto systémy byly navrzeny a
provozovdany v plném souladu se zdakonem EU o umélé inteligenci.
Tyto systémy jsou povaZzovany za funkce umélé inteligence s
omezenym rizikem nebo necitlivé a nezahrnuji Zadné
automatizované rozhodovani s pravnimi nebo podobné
vyznamnymi Ucinky.

V pfislusnych ptipadech spole¢nost Graitec poskytuje ptislusné
informace vysvétlujici roli umélé inteligence ve sluzbé, jeji
omezeni, zbytkova rizika a zplUsoby ziskani lidské kontroly.

2. Identita a kontaktni Gidaje spravce udaja
Spravcem Udajl je spolecnost Graitec Innovation SAS se sidlem
20, rue de Provence, Pafiz 75009, Francie (dale jen ,Graitec”).
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3. Personal Data Collection
We collect Personal Data in the context of your
interactions with our websites, our software products, our
cloud services, and our commercial relationship with you.
Personal Data is any information that identifies you
directly or indirectly.
We may collect Personal Data in the following situations:

3.1. When you browse our websites or fill in online
forms
This includes information you provide when you request
to be contacted, download a trial version, register for an
event, access documentation, subscribe to a newsletter,
or request information about our products or services.
Typical categories of data include:

e ftitle, first name, surname

e email address and postal address

e company name, professional role, sector of

activity
e telephone number
e anyinformation voluntarily provided in a contact
form

Graitec collects only the data strictly necessary to process
your request and will not repurpose form-based data for
incompatible uses (such as marketing) without your
explicit consent.
Data is used to process your request, provide access to
downloads, send documentation, manage subscriptions,
or respond to enquiries.

3.2. When you create and use an account (e.g., Graitec
Advantage or cloud services)
To provide access to licensed software, subscription
services, downloads, cloud features, support portals, or
cloud services, we may collect:
e account identifiers (such as email address used
for AdvantagelD)
e authentication tokens generated by our identity
provider
e account profile information
e subscription and entitlement information
Passwords are managed exclusively by the Microsoft
authentication platform, using secure tokenization and
Single Sign-On where available.

3.3. When you activate and use Graitec desktop software
or cloud services

3. Shromazdovani osobnich udajt

Osobni Udaje shromazdujeme v souvislosti s vasi interakci s
nasimi webovymi strankami, nasimi softwarovymi produkty,
nasimi cloudovymi sluzbami a nasim obchodnim vztahem s vami.
Osobni Udaje jsou jakékoli informace, které vas pfimo nebo
nepfimo identifikuji.

Osobni Udaje miizeme shromazdovat v nédsledujicich situacich:

3.1. Kdyz prochazite nase webové stranky nebo vyplnujete
online formulafe

Zahrnuje to informace, které poskytujete, kdyz pozadate o
kontakt, stahnete si zkusebni verzi, zaregistrujete se na akci,
pfistupujete k dokumentaci, pfihlasite se k odbéru newsletteru
nebo pozadate o informace o nasich produktech nebo sluzbach.
Mezi typické kategorie Uidajl patfi:

. titul, jméno, pfijmeni

. e-mailovou adresu a postovni adresu

. nazev spolecnosti, profesni role, odvétvi ¢innosti

. telefonni ¢islo

J veskeré informace dobrovolné poskytnuté v kontaktnim
formulari

Spole¢nost Graitec shromazduje pouze Udaje nezbytné nutné pro
zpracovani vasi Zadosti a bez vaseho vyslovného souhlasu nebude
Udaje z formulare pouZivat k jinym Gceldm (napfriklad k
marketingovym).

Udaje se pouzivaji ke zpracovani vai zadosti, poskytnuti pfistupu
ke stazeni, zasilani dokumentace, spravé predplatného nebo
odpovidani na dotazy.

3.2. Kdyz si vytvorite a pouzivate ucet (napf. Graitec Advantage
nebo cloudové sluzby)

Abychom vam mohli poskytnout pfistup k licencovanému
softwaru, predplacenym sluzbdm, soubortim ke stazeni,
cloudovym funkcim, portaldim podpory nebo cloudovym sluzbam,
muUzZeme shromazdovat:

. identifikatory tctu (napfiklad e-mailovou adresu
pouZitou pro AdvantagelD)

. ovérovaci tokeny generované nasim poskytovatelem
identit

. informace o profilu Uctu

. informace o predplatném a opravnénich

Hesla jsou spravovana vyhradné ovérovaci platformou Microsoft
pomoci zabezpecené tokenizace a jednotného pfrihlaseni, je-li k
dispozici.

3.3. P¥i aktivaci a pouZivani desktopového softwaru nebo
cloudovych sluzeb Graitec
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To deliver, protect, and maintain our products, we may
collect operational and technical data (“service
telemetry”), which is strictly necessary for:

e product activation and license validation

e secure authentication

e entitlement checks

e maintaining software integrity

e ensuring service reliability and performance

This may include:

e Device identifiers (e.g., hardware hash or
system-generated device ID)

e |IP address (used for licensing validation, security
checks, service availability monitoring, and to
comply with applicable export-control and
sanctions regulations through basic geolocation)

e Llicense activation and validation events

e Authentication and entitlement verification
signals

e Runtime integrity and diagnostic signals (e.g.,
crashes, corrupted files, tampering attempts)

e Connection and service-health information (e.g.,
connection status, latency, service availability)

e Anti-abuse and fraud-prevention signals (e.g.,
suspicious activation patterns, unauthorized
access attempts)

This data is essential to provide and secure our services
and is processed in accordance with GDPR.

Telemetry elements linked to the integrity, security or
operation of Al systems are never used for model training
or feature improvement unless they have first undergone
irreversible anonymisation.

3.4. When you opt in to optional diagnostics or feature-
improvement programs
With your consent or where allowed under legitimate
interest, we may collect aggregated or anonymized
technical data to help us improve:

e product stability and performance

e compatibility and configuration support

e user experience and workflow optimization

Non-essential diagnostics can be disabled in the product
settings where available.
Depending on your settings and product configuration, we
may collect Non-Essential Diagnostics and Feature-
Improvement Data (optional):
¢ Performance metrics: (e.g., startup time, command
execution time, memory/CPU usage patterns)

Za ucelem dodavani, ochrany a Gdrzby nasich produktl mizeme
shromazZdovat provozni a technické Udaje (,,servisni telemetrie®),
které jsou nezbytné nutné pro:

. aktivaci produktu a ovéreni licence

. bezpecné ovérovani

. kontroly opravnéni

J udrzovani integrity softwaru

J zajisténi spolehlivosti a vykonu sluzeb

To mliZe zahrnovat:

. Identifikatory zafizeni (napt. hardwarovy hash nebo
systémem generované ID zatizeni)

. IP adresa (pouzivana k ovéreni licence, bezpecnostnim

kontrolam, monitorovani dostupnosti sluzeb a k dodrZovani
platnych predpisti o kontrole vyvozu a sankcich prostfednictvim
zakladni geolokace)

J Udalosti souvisejici s aktivaci a ovérenim licence

. Signaly ovérovani autentizace a opravnéni

. Signaly integrity a diagnostiky doby béhu (napf. selhani,
poskozené soubory, pokusy o manipulaci)

J Informace o pfipojeni a stavu sluZeb (napf. stav
pripojeni, latence, dostupnost sluzeb)

. Signaly proti zneuZivani a prevenci podvodt (napf.

podezielé vzorce aktivace, pokusy o neopravnény pfistup)

Tyto Udaje jsou nezbytné pro poskytovani a zabezpeceni nasich
sluZeb a jsou zpracovavany v souladu s GDPR.

Telemetrické prvky souvisejici s integritou, bezpecnosti nebo
provozem systém(l umélé inteligence se nikdy nepouzivaji k
trénovani modelll nebo vylepsovani funkci, pokud nejprve
neprosly nevratnou anonymizaci.

3.4. Kdyi se p¥ihlasite k volitelnym diagnostickym programim
nebo programim pro vylepseni funkci

S vasim souhlasem nebo v pfipadé, Ze to umoziuje opravnény
zdjem, mUzeme shromaZdovat agregované nebo anonymizované
technické udaje, které ndam pomahaji zlepsovat:

. stabilitu a vykonnost produkt(

. kompatibility a podpory konfigurace

. uzivatelské zkuSenosti a optimalizace pracovniho
postupu

Nepodstatnou diagnostiku Ize deaktivovat v nastaveni produktu,
pokud je k dispozici.

V zavislosti na vasem nastaveni a konfiguraci produktu mizeme
shromazdovat nepodstatné diagnostické udaje a udaje pro
vylepseni funkci (volitelné):

o Metriky vykonu: (napf. doba spusténi, doba provedeni
ptikazu, vzorce vyuziti paméti/CPU)
. Hlaseni o selhani a podrobnosti o vyjimkach: (napf. kédy

chyb, trasovani zasobniku, cetnost selhani aplikace)
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¢ Crash reports and exception details: (e.g., error
codes, stack traces, frequency of application
failures)

¢ Compatibility and configuration signals: (e.g.,
operating system version, hardware class,
GPU/driver identifiers, locale and regional settings)

e Usage analytics related to user experience: (e.g.,
anonymized feature usage frequency, workflow
sequences, interaction patterns)

e Environment and workload characteristics: (e.g.,
non-personal information about files or models,
such as file size, object counts, or operation type,
without collecting the file content itself)

o Aggregated diagnostics related to cloud service
interactions: (e.g., round-trip times, API availability,
anonymized operation success/failure counts)

¢ Optional feedback signals: (e.g., user-submitted
satisfaction ratings, survey responses)

3.5. When you opt in to Al-related data sharing features
(optional)

If you choose to enable optional features that contribute
to the development or improvement of Al-based
functionalities, we may process anonymized or
pseudonymized engineering or usage data, never
including personal or sensitive content. All data processed
to improve Al-based functionalities undergoes a
systematic assessment ensuring the absence of Personal
Data or project-identifying information.

Graitec implements robust anonymisation techniques and
commits never to attempt any form of re-identification.
Participation is voluntary and can be disabled at any time.
We may collect the following types of anonymized or
pseudonymized technical data, strictly limited to what is
necessary for the development and improvement of Al-
based functionalities:

1. Anonymized Engineering Pattern Data: the
anonymized or pseudonymized engineering Data we may
collect for Al-related feature improvement is strictly
limited to low-level, non-identifiable technical patterns,
never including user-generated documents, project
geometry, drawings, or any Customer-specific engineering
content (structure-only, no customer content).

o Object counts, entity types, and parametric
relationships: e.g., how many columns, which types of
connections are used, relative relationships but no shapes;

e Geometric complexity indicators: e.g., bounding-
box ranges, density, topology signatures, but never
actual coordinates or shapes;

o Signaly kompatibility a konfigurace: (napf. verze
operacniho systému, tfida hardwaru, identifikatory
GPU/ovladadt, mistni a regiondlni nastaveni)

. Analyza vyuziti souvisejici s uzivatelskou zkusenosti:
(napf. anonymizovana frekvence vyuziti funkci, sekvence
pracovnich postupd, vzorce interakce)

J Charakteristiky prostfedi a pracovni zatéze: (napr.
neosobni informace o souborech nebo modelech, jako je velikost
souboru, pocet objektd nebo typ operace, bez shromazdovani
samotného obsahu souboru)

. Agregovana diagnostika souvisejici s interakcemi
cloudovych sluzeb: (napf. doby odezvy, dostupnost API,
anonymizovany pocet Uspésnych/nelspésnych operaci)

o Volitelné signaly zpétné vazby: (napf. hodnoceni
spokojenosti odeslana uzivateli, odpovédi v prizkumech)

3.5. Pokud se rozhodnete pro funkce sdileni dat souvisejici s
umélou inteligenci (volitelné)

Pokud se rozhodnete povolit volitelné funkce, které pfrispivaji k
vyvoji nebo vylep3seni funkci zaloZenych na Al, mizeme
zpracovavat anonymizované nebo pseudonymizované technické
nebo uZivatelské Udaje, které nikdy neobsahuji osobni nebo citlivy
obsah. Veskera data zpracovavana za ucelem vylepseni funkci
zaloZenych na Al prochazeji systematickym hodnocenim, které
zajistuje, Ze neobsahuji osobni Udaje ani informace identifikujici
projekt.

Spolecnost Graitec implementuje robustni techniky anonymizace
a zavazuje se, Ze se nikdy nepokusi o jakoukoli formu
reidentifikace.

Uéast je dobrovolna a Ize ji kdykoli deaktivovat.

MuzZeme shromazdovat nasledujici typy anonymizovanych nebo
pseudonymizovanych technickych Udaju, které jsou striktné
omezeny na to, co je nezbytné pro vyvoj a zlepseni funkci
zaloZenych na umeélé inteligenci:

1. Anonymizované udaje o technickych vzorcich: anonymizované
nebo pseudonymizované technické udaje, které mizeme
shromazdovat za Gcelem zlep3Seni funkci souvisejicich s umélou
inteligenci, jsou striktné omezeny na nizké trovné,
neidentifikovatelné technické vzorce a nikdy nezahrnuji
dokumenty vytvorené uzivateli, geometrii projektu, vykresy ani
zadny technicky obsah specificky pro zakaznika (pouze struktura,
Zddny obsah zdkaznika).

J Pocet objektd, typy entit a parametrické vztahy: napr.
pocet sloupcl, typy pouZitych spoja, relativni vztahy, ale Zzadné
tvary;

. Ukazatele geometrické sloZitosti: napf. rozsahy

ohranicujicich rameckd, hustota, topologické podpisy, ale nikdy
skutecné souradnice nebo tvary;
. Obecné strukturalni nebo modelovaci operace: napr.

,Vytvoren nosnik”, ,upravena sténa“ ,,umisténa vyztuz“ nebo jiné
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Generic structural or modelling operations: e.g.,
“beam created,” “wall edited,” “rebar placed,” or
other neutral commands, with no associated
geometry or uploaded user content;
Non-identifiable feature-usage sequences: e.g.,
“command A-> command B-> command C,”
capturing workflow patterns, not data;

Typical element selection or sizing patterns: e.g.,
frequently used steel section families or classes,
habitual profile choices, without any model
geometry;

General model complexity metrics: e.g., aggregate
element counts, connection categories, topological
signatures, always ensuring that no full structural
design, project geometry, or Customer-sensitive
information is captured.

Reinforcement arrangement characteristics: e.g.,
number of bars, spacing categories, common rebar
configurations, without project-specific dimensions;

All such engineering pattern data is processed in a
manner that prevents identification of a person, project,
or company, and is used exclusively to improve Al-based
functionalities developed and operated internally by
Graitec. Participation is optional and can be disabled at
any time.

2. Usage and Interaction Analytics

e anonymized interaction events (e.g., tools used,
menu selections, macro execution)

e workflow progression patterns (e.g., frequency of
repeated operations, number of iterations)

e anonymized timestamps or duration metrics
(e.g., time to completion of a modeling step)

3. Performance and Computational Signals

e compute-time metrics for Al predictions (e.g.,
inference duration, error distribution)

e anonymized correlation metrics (e.g., model
suggestions accepted/rejected)

e technical model-input characteristics (e.g., model
size bucket, mesh density category)

4. System and Environment Metadata
(non-personal, technical parameters only)

e software version, component versions
e operating system type

e hardware class and GPU type

e local and regional settings

5. Pseudonymized Identifiers (if strictly necessary)

e arandomly generated device or installation ID
e asession identifier

neutralni pfikazy bez souvisejici geometrie nebo nahraného
obsahu uzivatele;

. Neidentifikovatelné sekvence pouziti funkci: napt.
»Pfikaz A= prikaz B-> pfikaz C* zachycujici vzorce pracovniho
postupu, nikoli data;

. Typické vzorce vybéru nebo dimenzovani prvki: napf.
Casto pouzivané rodiny nebo tfidy ocelovych profilQ, obvyklé
volby profill, bez jakékoli geometrie modelu;

J Obecné metriky slozitosti modelu: napf. souhrnny pocet
prvk, kategorie spojli, topologické podpisy, vzdy s jistotou, ze
nejsou zachyceny Zzadné uplné konstrukéni navrhy, geometrie
projektu ani citlivé informace o zakaznicich.

. Charakteristiky usporadani vyztuze: napft. pocet prutd,
kategorie rozestupll, béZné konfigurace vyztuze, bez rozmérd
specifickych pro dany projekt;

Vsechny tyto technické vzorové Gdaje jsou zpracovavany
zpUsobem, ktery znemoznuje identifikaci osoby, projektu nebo
spolecnosti, a jsou pouZivany vyhradné ke zlepseni funkci
zaloZenych na umélé inteligenci, které jsou vyvijeny a provozovany
interné spole¢nosti Graitec. U¢ast je dobrovolnd a lze ji kdykoli
deaktivovat.

2. Analyza poutiti a interakce

. anonymizované interakéni udalosti (napf. pouzité
nastroje, vybér z menu, spusténi makra)

. vzory postupu pracovniho toku (napf. frekvence
opakovanych operaci, pocet iteraci)

. anonymizované ¢asové znacky nebo metriky trvani (napft.
Cas do dokonceni kroku modelovani)

3. Signaly vykonu a vypoctu

. metriky vypocetniho ¢asu pro predikce Al (napf. doba
trvani inferenc¢ni analyzy, distribuce chyb)

. anonymizované metriky korelace (napf.
prijaté/zamitnuté navrhy modeld)

. technické charakteristiky vstupl modelu (napft. velikost
modelu, kategorie hustoty sité)

4. Metadata systému a prostredi
(pouze neosobni, technické parametry)

. verze softwaru, verze komponent

. typ operacniho systému

. tfida hardwaru a typ GPU

. mistni a regionalni nastaveni

5. Pseudonymizované identifikatory (pokud je to nezbytné
nutné)

. nahodné generované ID zafizeni nebo instalace

J identifikator relace
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(We never collect names, emails, IP addresses,
AdvantagelD identifiers, or any direct or indirect Personal
Data for Al training.)

We do NOT collect for Al model improvement:
e engineering design content, geometry, drawings,
BIM/Revit models, rebar details, analytical models
e project files, user-generated documents, or
sensitive business information
e Personal Data, such as name, email, IP, device
serial number
e any customer confidential information
Graitec warrants compliance with the GDPR and the EU Al
Act. Graitec documents the technical and organisational
measures in place to ensure the quality, integrity and
representativeness of the data used in the development
or improvement of Al components, in accordance with
Articles 10 and 12 of the Al Act.

3.6. When you communicate with us
If you contact Graitec (support request, training
enrollment, commercial enquiry), we collect the
information you provide so we can respond, manage your
request, or provide the relevant service.
We may collect:
o title, first name, surname
e email address and postal address
e company name, professional role, sector of
activity
e telephone number
e any information voluntarily provided in a contact
form or any other communication form.
Support or commercial communications are stored only
for the period strictly necessary to handle the request,
unless a longer period is required by law.

4. Nature of the Personal Data collected
The types of Personal Data collected depend on your
interaction with Graitec (website, customer portals, software
products, cloud services, or support). They may include:

4.1 Identification Data

Information that allows us to identify or contact you, such
as your name, surname, business email address, postal
address (for invoicing), and telephone number.

4.2 Authentication and Account Access Data

Data required to create and secure your Graitec
Advantage account, including account identifiers (email),
authentication tokens, Single Sign-On identifiers, and logs
related to login attempts.

(Nikdy neshromaZdujeme jména, e-maily, IP adresy, identifikatory
AdvantagelD ani Zddné pfimé nebo nepfimé osobni udaje pro
ucely trénovdni umélé inteligence.)

Pro vylepseni modelu Al NEshromaZdujeme:

. obsah technickych navrht, geometrii, vykresy, modely
BIM/Revit, podrobnosti o vyztuzi, analytické modely

J projektové soubory, dokumenty vytvofené uzivateli
nebo citlivé obchodni informace

. osobni udaje, jako jsou jméno, e-mail, IP adresa, sériové
Cislo zafizeni

. jakékoli dGivérné informace o zakaznicich

Spolecnost Graitec zarucuje soulad s natizenim GDPR a zakonem
EU o umélé inteligenci. Spolecnost Graitec dokumentuje
technicka a organizacni opatfeni zavedena k zajisténi kvality,
integrity a reprezentativnosti Udajli pouZivanych pfi vyvoji nebo
zdokonalovani komponent umélé inteligence v souladu s ¢lanky
10 a 12 zdkona o umélé inteligenci.

3.6. Kdyz s nami komunikujete

Pokud kontaktujete spole¢nost Graitec (Zadost o podporu,
prihlaseni ke skoleni, obchodni dotaz), shromazdujeme
informace, které ndm poskytnete, abychom mohli odpovédét,
vyfidit vasi Zddost nebo poskytnout pfislusnou sluzbu.
MUzeme shromazdovat:

. titul, jméno, pfijmeni

. e-mailovou adresu a postovni adresu

. nazev spolecnosti, profesni role, odvétvi ¢innosti

J telefonni Cislo

J veskeré informace dobrovolné poskytnuté v kontaktnim

formulafi nebo jakémkoli jiném komunikaénim formulafi.
Podpora nebo obchodni sdéleni jsou uchovavana pouze po dobu
nezbytné nutnou k vyfizeni Zadosti, pokud zakon nevyzaduje delsi
dobu.

4. Povaha shromaid'ovanych osobnich tdaja

Typy shromazd'ovanych osobnich dajl zavisi na vasi interakci se
spolecnosti Graitec (webové stranky, zakaznické portaly,
softwarové produkty, cloudové sluzby nebo podpora). Mohou
zahrnovat:

4.1 Identifika¢ni udaje

Informace, které ndm umoznuji vas identifikovat nebo
kontaktovat, jako je vase jméno, pfijmeni, pracovni e-mailova
adresa, postovni adresa (pro fakturaci) a telefonni Cislo.

4.2 Udaje pro ovéreni a pristup k tétu

Udaje potiebné k vytvoreni a zabezpeéeni vageho uctu Graitec
Advantage, véetné identifikatort Gétu (e-mail), ovérovacich
token(, identifikator( Single Sign-On a protokold souvisejicich s
pokusy o prihlaseni.
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Passwords are managed exclusively by the Microsoft
authentication platform.

4.3 Financial and Transaction Data
Banking or payment information required for invoicing
and subscription management.

4.4 Website Browsing & Cookie Data

Usage information collected when you browse our
website, including cookies, analytics data, and interaction
logs, according to your cookie preferences.

4.5 Customer Relationship & Support Data
Correspondence, documentation requests, training
registrations, support tickets, customer feedback, and

information necessary to manage your relationship with Graitec.

4.6 Marketing & Prospecting Data
Data provided for surveys, product testing, marketing
communications, or promotional operations.

4.7 Data Collected from Third Parties
Personal Data that you have agreed to share with us from
social networks or other publicly available sources.

4.8 Operational, Licensing & Security Data (“Service
Telemetry”) — Software/Cloud
Graitec processes certain operational, licensing, and
security-related data that is strictly necessary to activate,
operate, protect, and maintain the Graitec Solutions. This
includes d used for license validation, access control,
entitlement checks, product integrity, and core service
operation.
This may include:

e license activation and validation signals

e entitlement checks and subscription status

e runtime integrity and anti-abuse signals

e machine identifiers and IP region used for license

protection

e connection and service-health information

e security logs

e authentication metadata
This processing is performed under contract performance
for activation, access control, entitlement checks, product
integrity, and service operation, and in support of security
obligations (Art. 32 GDPR).
This processing is essential for the protection and proper
functioning of the Graitec Solutions and cannot be
disabled by the user. This data does not allow Graitec to

Hesla jsou spravovdna vyhradné ovérovaci platformou Microsoft.

4.3 Financni a transakcni udaje
Bankovni nebo platebni Gdaje potiebné pro fakturaci a spravu
predplatného.

4.4 Udaje o prohlizeni webovych stranek a soubory cookie
Informace o pouzivani shromazdéné pfi prochazeni nasich
webovych stranek, véetné souborl cookie, analytickych Udajd a
protokold interakci, v souladu s vasimi preferencemi ohledné
soubor( cookie.

4.5 Udaje o vztazich se zakazniky a podpore

Korespondence, zadosti o dokumentaci, registrace na skoleni,
Zadosti o podporu, zpétna vazba od zakaznikd a informace
nezbytné pro spravu vaseho vztahu se spolecnosti Graitec.

4.6 Udaje o marketingu a vyhledavani potencialnich zakaznika
Udaje poskytnuté pro priizkumy, testovani produktti,
marketingovou komunikaci nebo propagacni akce.

4.7 Udaje shromazdéné od tretich stran
Osobni Udaje, které jste souhlasili sdilet s ndmi ze socidlnich siti
nebo jinych verejné dostupnych zdroju.

4.8 Provozni, licencni a bezpecnostni udaje (,,sluzba telemetrie®)
- software/cloud

Spolecnost Graitec zpracovava urcité provozni, licen¢ni a
bezpecnostni Udaje, které jsou nezbytné nutné k aktivaci,
provozu, ochrané a udrzbé feseni Graitec. Patfi sem Udaje
pouzivané k ovérovani licenci, kontrole pristupu, kontrole
opravnéni, integrité produktl a provozu zékladnich sluzeb.

MuZe se jednat o:

. signaly pro aktivaci a ovéreni licence

. kontroly opravnéni a stavu predplatného

J signaly integrity béhu a ochrany proti zneuziti

. identifikatory zafizeni a region IP pouzivané pro ochranu
licence

. informace o pfipojeni a stavu sluzeb

. bezpecnostni protokoly

J metadata ovérovani

Toto zpracovani se provadi v rdmci pInéni smlouvy za Ucelem
aktivace, kontroly pfistupu, ovéfovani opravnéni, integrity
produktu a provozu sluzby a na podporu bezpecnostnich
povinnosti (¢l. 32 GDPR).

Toto zpracovani je nezbytné pro ochranu a spravné fungovani
feSeni Graitec a uZivatel jej nemuZe deaktivovat. Tyto Udaje
neumoznuji spolecnosti Graitec sledovat chovani uZivatell pro
jiné Ucely neZ bezpecnost, dodrZovani predpisd nebo integritu
sluzeb.
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track user behaviour for purposes other than security,
compliance, or service integrity.

4.9 Fraud Prevention & License Misuse Detection

Graitec processes data required to detect piracy, license
misuse, or unauthorized use of the software. This includes
telemetry used to identify anomalous usage patterns and
protect Graitec’s intellectual property.

This may include:

e machine identifiers

e |P region information

e license validation logs

e anti-abuse and misuse-detection indicators
Graitec remains the Data Controller for this processing.

4.10 Functional Performance & Quality Data
Technical diagnostics used to maintain and improve the
stability, compatibility, and performance of the Graitec
Solutions, including:
e crash reports and exception logs
e performance metrics (startup time, resource
usage)
e configuration and environment data (OS version,
hardware class)
e APl reliability and connection metrics

4.11 Product Usage & Experience Data (optional
analytics)

Aggregated usage information (feature usage counts,
workflow patterns) used to improve UX and product
design.

Non-essential analytics may be disabled via settings or
tenant configuration.

4.12 Al Model Development (optional, opt-in only)

If you choose to enable Al data-sharing features, Graitec
may process anonymized engineering or usage data solely
to improve Al-based functionalities.

No personal Data, customer design files, or identifiable
information is used without explicit consent.

Collection is compliant with the EU Al Act.

4.13 Inferred Data (Al & Analytics)

Some data may be generated through automated analysis
of your interactions (e.g., usage statistics). Such inferred
Data is never used for individual decision-making.

4.9 Prevence podvodt a detekce zneuZiti licence

Spolecnost Graitec zpracovava udaje potiebné k odhalovani
piratstvi, zneuZiti licence nebo neopravnéného pouZiti softwaru.
To zahrnuje telemetrii pouzivanou k identifikaci neobvyklych
vzorcU pouZiti a ochrané dusevniho vlastnictvi spole¢nosti Graitec.
To miiZe zahrnovat:

. identifikatory zafizeni

o informace o regionu IP

. protokoly ovérovani licenci

. indikatory proti zneuzivani a detekci zneuziti

Spolecnost Graitec zlistava spravcem Udajl pro toto zpracovani.

4.10 Udaje o funkéni vykonnosti a kvalité
Technicka diagnostika pouzivana k udrzeni a zlepseni stability,
kompatibility a vykonu feseni Graitec, vCetné:

. hlaseni o selhani a protokoly vyjimek

. metriky vykonu (doba spusténi, vyuZiti zdroj()

. Udaje o konfiguraci a prostredi (verze operacniho
systému, tfida hardwaru)

J spolehlivosti APl a metrik pfipojeni

4.11 Udaje o pouzivani a zkusenostech s produktem (volitelna
analytika)

Souhrnné informace o pouzivani (pocet pouZiti funkci, vzorce
pracovnich postupl) pouZivané ke zlepseni uZivatelského
prostiedi a designu produktu.

Nepodstatné analytické Gdaje Ize deaktivovat v nastaveni nebo
konfiguraci najemce.

4.12 Vyvoj modelu Al (volitelné, pouze s vyslovnym souhlasem)
Pokud se rozhodnete povolit funkce sdileni dat Al, mlze
spolecnost Graitec zpracovdvat anonymizovana technicka data
nebo data o pouzivani vyhradné za ucelem zlepseni funkci
zaloZenych na Al.

Bez vyslovného souhlasu nejsou pouzivany Zadné osobni Udaje,
konstrukéni soubory zakaznik( ani identifikovatelné informace.
Sbér Udaju je v souladu se zakonem EU o Al.

4.13 Odvozena data (Al a analytika)

Néktera data mohou byt generovana automatickou analyzou
vasich interakci (napf. statistiky pouZiti). Takova odvozena data
nejsou nikdy pouzivana pro individudIni rozhodovani.

5. Ucely a pravni zaklad shromazd'ovani vasich osobnich
udaju
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5. Purposes and legal basis of the collection of
your Personal Data

Graitec processes Personal Data for the following
purposes:

5.1 Contract Performance and Service Provision
To provide, activate, and operate the Graitec Solutions,
including:
e account creation and authentication
e license activation, validation, and subscription
management
e delivery of software downloads, cloud services,
and updates
e customer support, troubleshooting, and service
notifications
The legal basis of such collection is contract performance.

5.2 Operational, Licensing, and Security Protection
To ensure the proper functioning, security, and integrity of
our software and cloud services, including:

e  operational and service telemetry strictly necessary
for activation, access control, performance, and
reliability. Where possible data minimization
principles are applied to the telemetry through the
usage of pseudonymization or hashing of the
telemetry identifiers.

e detection and prevention of software fraud,
piracy, unauthorized access, or abuse

e monitoring of service availability, connection
health, and runtime integrity

The legal basis of such collection are contract
performance and legitimate interest.

The legal basis for the collection of personal Data for
activation, access control, entitlement checks, product
integrity, and service operation, are the contract
performance and the legitimate interest. This processing
is essential for the protection and proper functioning of
the Graitec Solutions and cannot be disabled by the user.
Regarding the prevention of software fraud, Graitec’s
specific legitimate Interest is preventing unauthorized
use, detecting piracy, and ensuring the security of
networks and information systems, in accordance with
Recital 49 GDPR.

5.3 Product Quality, Diagnostics, and Improvement
To maintain and improve stability, efficiency, compatibility,

Spole¢nost Graitec zpracovava osobni Udaje pro ndsledujici tcely:

5.1 PInéni smlouvy a poskytovani sluzeb
Poskytovani, aktivace a provozovani feseni Graitec, v€etné:

J vytvoreni Uctu a ovéreni

o aktivace licence, ovéreni a sprava predplatného

. dodavka softwarovych soubori ke staZeni, cloudovych
sluZeb a aktualizaci

. zdkaznické podpory, feseni problém( a oznameni o
sluzbach

Pravnim zakladem pro takové shromazdovani udaju je pInéni
smlouvy.

5.2 Provozni, licencni a bezpecnostni ochrana

Abychom zajistili spravné fungovani, bezpecnost a integritu
naseho softwaru a cloudovych sluzeb, véetné:

. provozni a servisni telemetrie nezbytné nutna pro
aktivaci, kontrolu pfistupu, vykon a spolehlivost. Kde je to mozné,
jsou na telemetrii aplikovany zasady minimalizace dat
prostfednictvim pseudonymizace nebo hashovani telemetrickych
identifikatord.

. detekce a prevence softwarového podvodu, piratstvi,
neopravnéného pfistupu nebo zneuziti
. monitorovani dostupnosti sluzeb, stavu pfipojeni a

integrity béhu

Pravnim zakladem pro takové shromazdovani udaju je pInéni
smlouvy a opravnény zajem.

Pravnim zakladem pro shromazdovani osobnich udajl pro
aktivaci, kontrolu ptistupu, kontrolu opravnéni, integritu produktu
a provoz sluzeb je plnéni smlouvy a opravnény zajem. Toto
zpracovani je nezbytné pro ochranu a spravné fungovani reseni
Graitec a uZivatel jej nemUZe deaktivovat.

Pokud jde o prevenci softwarového podvodu, konkrétnim
opravnénym zdjmem spolecnosti Graitec je zabranit
neopravnénému poufZiti, odhalit piratstvi a zajistit bezpecnost siti
a informacnich systém( v souladu s odlivodnénim 49 GDPR.

5.3 Kvalita, diagnostika a zlepSovani produktt
Pro udrzZeni a zlepseni stability, efektivity, kompatibility a kvality
fesSeni Graitec, véetné:
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e aggregated usage analytics to understand
product behavior
e configuration and compatibility analysis
e where applicable, users may disable non-
essential diagnostics.
The legal basis of such collection is legitimate interest.

5.4 Customer Relationship and Communication
To manage the relationship with customers and
prospects, including:

e responses to requests for information

e registration and participation in training,

webinars, or events

e subscription management and service updates

e sending transactional or administrative messages
The legal basis for such collection is performance of the
contract or legitimate interest.

5.5 Marketing and Prospection

To send newsletters, product information, promotional
offers, and targeted communications.

The legal basis is Consent or Legitimate Interest, where
permitted.

Users may unsubscribe at any time.

5.6 Financial, Administrative, and Legal Obligations
For billing, invoicing, accounting, dispute management,
and compliance with applicable legal obligations.

The legal basis is Contract performance and Legal
Obligation.

5.7 Al Model Development (Optional)

If the user opts in, anonymized or non-identifying data
may be used to develop or improve Al-based
functionalities embedded in Graitec products. No
Personal Data, customer design files, or other user-
generated content is used without explicit consent.
Participation is voluntary and can be disabled at any time.
The legal basis are legitimate interest and consent.
Graitec ensures compliance with the EU Al Act and does
not share such data with third parties.

5.8 Data Subject Rights Management (DSR Handling)

To register, review, verify, and answer Data Subject Rights
requests (access, rectification, erasure, restriction,
objection, portability). Processing is strictly limited to
what is necessary to confirm the requester’s identity,
locate the relevant Data, and provide a compliant
response within the statutory timelines.

J analyzy konfigurace a kompatibility

J v pfislusnych pfipadech mohou uzivatelé deaktivovat
nepodstatnou diagnostiku.

Pravnim zakladem pro takové shromazdovani idajd je opravnény
zdjem.

5.4 Vztahy se zdkazniky a komunikace
Sprava vztah( se zdkazniky a potencidlnimi zakazniky, vCetné:

o odpovédi na Zadosti o informace

. registrace a Ucast na Skolenich, webinafich nebo akcich
. spravu predplatného a aktualizace sluzeb

. zasilani transak¢nich nebo administrativnich zprav

Pravnim zakladem pro takové shromazdovani tdaju je plnéni
smlouvy nebo opravnény zajem.

5.5 Marketing a prospekce

Zasilani newsletter(, informaci o produktech, propagacnich
nabidek a cilenych sdéleni.

Pravnim zdkladem je souhlas nebo opravnény zajem, pokud je to
povoleno.

UzZivatelé se mohou kdykoli odhlasit.

5.6 Financ¢ni, administrativni a pravni povinnosti

Pro uUcely fakturace, Ucetnictvi, feSeni sporu a plnéni prislusnych
pravnich povinnosti.

Pravnim zakladem je pInéni smlouvy a pravni povinnost.

5.7 Vyvoj modelu Al (volitelné)

Pokud se uZivatel rozhodne pro Ucast, mohou byt anonymizované
nebo neidentifikovatelné Udaje pouZity k vyvoji nebo vylepseni
funkci zaloZzenych na umélé inteligenci, které jsou soucasti
produktl Graitec. Bez vyslovného souhlasu nejsou pouZzivany
Zadné osobni Udaje, navrhové soubory zakaznik( ani jiny obsah
vytvoreny uZivateli. Ucast je dobrovolna a Ize ji kdykoli
deaktivovat.

Pravnim zakladem je opravnény zdjem a souhlas.

Spole¢nost Graitec zajistuje soulad s pravnimi predpisy EU v
oblasti umélé inteligence a tyto Udaje nesdili s tfetimi stranami.

5.8 Sprava prav subjektl tdajd (zpracovani DSR)

K registraci, kontrole, ovéfeni a zodpovézeni Zadosti subjekt(
Gdaju (pfistup, oprava, vymaz, omezeni, namitka, pfenositelnost).
Zpracovani je pfisné omezeno na to, co je nezbytné k potvrzeni
totoznosti Zadatele, vyhledani prislusnych udaja a poskytnuti
odpovédi v souladu se zakonnymi IhGtami.

Pravnim zakladem je splnéni zdkonné povinnosti.

5.9 Sprdva systému pro oznamovani podezieni
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The legal basis is compliance with a legal obligation.

5.9 Whistleblowing System Management

To operate an internal reporting channel allowing
employees and third parties to report suspected
misconduct, ethical breaches, or compliance violations,
and to investigate such reports confidentially. Reports
may also be submitted anonymously where permitted by
local law. Only information strictly necessary for assessing
and following up the report is processed, with
confidentiality safeguards applied to the identity of the
whistleblower (including when the whistleblower chooses
to remain anonymous) and implicated persons.

The legal basis are compliance with a legal obligation and
public interest where applicable under EU Directive
2019/1937.

5.10 Recruitment and Candidate Management

To review applications, assess candidate suitability,
conduct interviews, verify qualifications, and manage the
recruitment process.

Candidate Data is retained only for the duration of the
hiring process, unless local law allows longer retention
with explicit consent for future opportunities.

The legal basis are pre-contractual necessity and
legitimate interest.

5.11 Al Act Transparency Requirements

Where generative or assistive Al functionalities are
offered, Graitec provides clear information enabling users
to understand:

—the role of the Al system,

— its operational limitations,

—residual risks associated with its use,

—and the means of obtaining human oversight.

6. Duration of storage of your collected Personal

Data
Graitec retains Personal Data only for as long as necessary
to fulfil the purposes for which it was collected, including
to comply with legal, contractual, security, and
operational requirements.
Retention periods vary depending on the type of data and
the context in which it is processed. In general:

e Account and authentication data are retained
for the duration of the customer relationship and
deleted or anonymized after account closure,
unless a longer period is required by law (e.g.,
accounting, fraud-prevention retention).

e Operational and licensing data (service telemetry)
are retained for the period necessary to ensure
activation, security, incident investigation, and

Provozovani interniho kanalu pro hlaseni, ktery umoznuje
zaméstnancdm a tfetim stranam hlasit podezfeni na nespravné
jednani, poruseni etickych zdsad nebo poruseni predpis(, a
davérné vysetfovani téchto hlaseni. Hlaseni Ize také podévat
anonymné, pokud to mistni pravni predpisy umoznuiji.
Zpracovavaji se pouze informace nezbytné nutné pro posouzeni a
nasledné kroky v souvislosti s hldaSenim, pficemz jsou uplatfiovdna
opatreni na ochranu dlvérnosti totoZnosti oznamovatele (véetné
pripadd, kdy se oznamovatel rozhodne zistat v anonymité) a
osob, kterych se hlaseni tyka.

Pravnim zakladem je dodrzovani zakonné povinnosti a verejny
zédjem, pokud je to podle smérnice EU 2019/1937 pfipustné.

5.10 Nabor a sprava uchazeca

K posouzeni Zadosti, hodnoceni vhodnosti uchazecu, vedeni
pohovord, ovérovani kvalifikace a fizeni naborového procesu.
Udaje o uchazeéich jsou uchovavany pouze po dobu trvani
naborového procesu, pokud mistni pravni predpisy neumoznuji
delsi uchovavani s vyslovnym souhlasem pro budouci pfilezZitosti.
Pravnim zakladem je pfedsmluvni nutnost a opravnény zajem.

5.11 Pozadavky na transparentnost podle zdkona o umélé
inteligenci

V pripadé, Ze jsou nabizeny generativni nebo asistenc¢ni funkce Al,
poskytuje spole¢nost Graitec jasné informace, které uZivatelim
umozniuji pochopit:

—roli systému Al,

—jeho provozni omezeni,

— zbytkova rizika spojena s jeho pouzivanim,

— a zpUsoby zajisténi lidského dohledu.

6. Doba uchovavani vasich shromazdénych osobnich udajt
Spolecnost Graitec uchovava osobni Udaje pouze po dobu
nezbytnou k naplnéni ucel(, pro které byly shromazdény, véetné
splnéni zdkonnych, smluvnich, bezpec¢nostnich a provoznich
pozadavka.

Doba uchovavani se lisi v zavislosti na typu udaja a kontextu, ve
kterém jsou zpracovavany. Obecné plati:

. Udaje o Gétu a ovéfovani jsou uchovavany po dobu
trvani vztahu se zakaznikem a po uzavreni Gctu jsou smazany
nebo anonymizovany, pokud zakon nevyzaduje delsi dobu
uchovavani (napf. pro Ucely Ucetnictvi nebo prevence podvoda).

. Provozni a licencni udaje (servisni telemetrie) jsou
uchovavany po dobu nezbytnou k zajisténi aktivace, bezpecnosti,
vySettovani incidentll a auditovatelnosti softwaru. Agregovana
nebo anonymizovana telemetrie mizZe byt uchovavana déle pro
statistické ucely a ucely zlepSovani produktd.
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auditability of the software. Aggregated or
anonymized telemetry may be kept longer for
statistical and product-improvement purposes.

e  Support and correspondence records are retained
for the time necessary to handle the request and
for internal audit and quality-control purposes.

¢ Invoicing, payment, and financial records are
retained for the mandatory legal period
applicable in the relevant jurisdiction.

e  Marketing and communication data are retained
until you withdraw consent or object to processing.

e Data processed under legal obligations (e.g.,
security, fraud prevention) may be retained for
the duration required by applicable law.

After the relevant retention period has expired, the data is
deleted, anonymized, or archived securely in accordance
with Graitec’s data-retention policy. Where extended
retention is necessary for statistical analysis or product-
improvement purposes, Graitec first applies irreversible
anonymisation.

7. Use and collection of information: partner
platforms

Some Graitec websites or services may integrate features
provided by third-party partners (for example: training
platforms, payment processors, licensing services, cloud-
based services, or embedded service widgets). When you
interact with these partner features, the partners may collect
Personal Data in accordance with their own privacy policies.
Graitec only shares Personal Data with such partners
when necessary to provide the requested service, support
your account, process orders, or enable platform
functionalities. Each partner is responsible for informing
you about the Data they collect and for complying with
applicable Data-protection laws.

8. Cookies
Graitec uses cookies and similar technologies to operate
the website, analyze site traffic, improve the performance
and security of our services, and provide a more
personalized user experience.
Essential cookies, required for the functioning of the
website, are placed automatically.
Non-essential cookies (analytics, personalization, and
advertising cookies) are used only with your consent
through our cookie-consent banner.
For details on the types of cookies we use, their purpose,
and how you can manage your choices, please refer to our
Cookie Policy.

. Zaznamy o podpore a korespondenci jsou uchovavany
po dobu nezbytnou k vyfizeni Zadosti a pro ucely interniho auditu
a kontroly kvality.

. Udaje o fakturaci, platbach a finanénich zaznamech jsou
uchovavany po dobu stanovenou pfislusSnymi pravnimi predpisy v
dané jurisdikci.

J Marketingové a komunikacni tdaje jsou uchovavany,
dokud neodvolate sviij souhlas nebo nevznesete namitku proti
zpracovani.

. Udaje zpracovavané na zakladé zakonnych povinnosti
(napt. bezpecnost, prevence podvodl) mohou byt uchovavany po
dobu vyzadovanou platnymi pravnimi predpisy.

Po uplynuti prislusné doby uchovavani jsou Udaje vymazany,
anonymizovany nebo bezpecné archivovany v souladu se
zdsadami spolecnosti Graitec pro uchovavani udaja. Pokud je pro
statistické analyzy nebo tcely zlepSovani produktli nutné
prodlouzené uchovavani, spolecnost Graitec nejprve provede
nevratnou anonymizaci.

7. Pouzivani a shromazdovani informaci: partnerské
platformy

Nékteré webové stranky nebo sluzby spolecnosti Graitec mohou
integrovat funkce poskytované externimi partnery (napfiklad:
Skolici platformy, platebni procesory, licen¢ni sluzby, cloudové
sluzby nebo vestavéné widgety sluzeb). Kdyz s témito
partnerskymi funkcemi interagujete, mohou partnefi
shromazdovat osobni Udaje v souladu se svymi vlastnimi
zdsadami ochrany osobnich udaja.

Spole¢nost Graitec sdili osobni Udaje s témito partnery pouze v
pfipadé, Ze je to nezbytné pro poskytovani pozadované sluzby,
podporu vaseho uctu, zpracovani objedndvek nebo umoznéni
funkci platformy. Kazdy partner je odpovédny za to, aby vas
informoval o Udajich, které shromazduje, a za dodrzovani
platnych zakon( na ochranu osobnich udaju.

8. Soubory cookie

Spolecnost Graitec pouZiva soubory cookie a podobné
technologie k provozovani webovych stranek, analyze
navstévnosti stranek, zlepsovani vykonu a bezpecénosti nasich
sluZeb a poskytovani personalizovanéjsiho uZivatelského
prostredi.

Nezbytné soubory cookie, které jsou nutné pro fungovani
webovych stranek, se ukladaji automaticky.

Nepodstatné soubory cookie (analytické, personalizacni a
reklamni soubory cookie) se pouzivaji pouze s vasim souhlasem
prostfednictvim naseho banneru pro souhlas se soubory cookie.
Podrobnosti o typech soubor(l cookie, které pouzivame, jejich
Ucelu a o tom, jak mlzZete spravovat své volby, naleznete v nasich
Zasadach pouzivani soubori cookie.

9. Informace o vas poskytované partnerskym
spolecnostem
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9. Information about you provided to partner
companies

As part of our role as a reseller and integrator of third-
party software solutions (including but not limited to
Autodesk products), Graitec may share limited Personal
Data with these partners when necessary to process your
order, deliver your license, activate your subscription, or
provide customer support related to the purchased
product.
Such partners act as independent Data controllers and
process your Personal Data in accordance with their own
privacy policies. For example, in the case of Autodesk
software, please refer to the Autodesk Privacy Statement.
Graitec only shares the minimum amount of Personal
Data required for the performance of the contract or for
customer-support purposes.

10. Transfer and storage of information
Your Personal Data is primarily stored and processed
within the European Union (“EU”).
However, some of our service providers (such as cloud
hosting, authentication, analytics, or support providers)
may process Personal Data from locations outside the
EU/EEA.
Whenever such transfers occur, Graitec ensures that they
are carried out in compliance with GDPR requirements,
and only when appropriate safeguards are in place. These
safeguards may include:

e Anadequacy decision issued by the European
Commission;

e The use of the European Commission’s Standard
Contractual Clauses (“SCCs”), combined with
supplementary measures where required; or

e Any other mechanism approved under GDPR to
ensure an equivalent level of protection.

11. Technical security of your personal information
Graitec is committed to protecting the Personal Data we
process from unauthorized access, alteration, disclosure,
or destruction.

To achieve this, we implement a combination of technical
and organizational security measures in accordance with
industry standards and GDPR requirements.

These security measures include, as appropriate:

e Secure authentication and access-control

mechanisms

e Encryption of data in transit and at rest (when

supported by the service)

e Network and infrastructure protection,

V ramci nasi role prodejce a integratora softwarovych feseni
tretich stran (véetnég, ale nejen produktd Autodesk) mize
spolecnost Graitec sdilet omezené osobni Gdaje s témito partnery,
pokud je to nezbytné pro zpracovani vasi objednavky, doruceni
licence, aktivaci predplatného nebo poskytnuti zdkaznické
podpory souvisejici s zakoupenym produktem.

Tito partnefi pGsobi jako nezavisli spravci tdajl a zpracovévaji
vase osobni udaje v souladu se svymi vlastnimi zasadami ochrany
osobnich udajh. Naptiklad v ptipadé softwaru Autodesk se prosim
podivejte na Prohlaseni o ochrané osobnich Gdajd spole¢nosti
Autodesk.

Spolecnost Graitec sdili pouze minimalni mnoZstvi osobnich udaja
nezbytnych pro plnéni smlouvy nebo pro ucely zakaznické
podpory.

10. Pfenos a ukladani informaci

Vase osobni Udaje jsou primarné ukladany a zpracovavany v
Evropské unii (,EU“).

Néktefi z nasich poskytovatell sluzeb (napriklad poskytovatelé
cloudového hostingu, autentizace, analytiky nebo podpory) vsak
mohou zpracovévat osobni Gdaje z mist mimo EU/EHP.

Kdykoli k takovym prenosiim dojde, spolecnost Graitec zajisti, aby
byly provadény v souladu s pozadavky GDPR a pouze v pfipadég, ze
jsou zavedena vhodnd ochrannd opatreni. Tato ochranna opatreni
mohou zahrnovat:

. Rozhodnuti o pfimérenosti vydané Evropskou komisi;

. Pouziti standardnich smluvnich doloZek Evropské komise
(,SCC”) v kombinaci s doplrikovymi opatrenimi, jsou-li
vyzadovdna; nebo

o jakykoli jiny mechanismus schvaleny podle GDPR k
zajisténi rovnocenné Urovné ochrany.

11. Technicka bezpeénost vasich osobnich tudajh
Spolecnost Graitec se zavazuje chranit osobni idaje, které
zpracovavame, pred neopravnénym pfistupem, zménami,
zverejnénim nebo zni¢enim.

K dosazZeni tohoto cile zavadime kombinaci technickych a
organizacnich bezpecnostnich opatreni v souladu s priimyslovymi
standardy a poZadavky GDPR.

Tato bezpecnostni opatieni zahrnuji podle potreby:

. Bezpecné mechanismy ovéfovani a fizeni pfistupu
J Sifrovani dat pti prenosu a v klidu (pokud to sluzba
podporuje)

. Ochrana sité a infrastruktury, véetné firewall(,

antimalwaru, systému( detekce/prevence naruseni
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e System and software hardening, security
patching, and vulnerability management
e  Backup and business-continuity procedures
e Logging and monitoring of critical systems to
detect unusual or unauthorized activities
e Internal policies, training, and confidentiality
obligations for employees and processors
Graitec regularly reviews and updates its security
measures to reflect technological developments,
emerging threats, and regulatory requirements.
For components incorporating Al, Graitec implements
additional cybersecurity measures — including dataset
integrity verification, drift monitoring, model auditing, re-
identification safeguards and Al-specific risk assessments
— in line with the Al Act’s requirements for trustworthy
Al.

12. Contacting us about our privacy policy and your

rights
The GDPR grants you several rights regarding the
processing of your Personal Data by Graitec. You may
exercise the following rights at any time:

e Right to information — to obtain clear and
transparent information about how Graitec
processes your Personal Data.

e Right of access — to request a copy of the
Personal Data that Graitec holds about you.

e Right to rectification — to ask Graitec to correct
inaccurate, incomplete, or outdated Personal
Data.

e Right to erasure (“right to be forgotten”) — to
request the deletion of your Personal Data,
unless Graitec is required to keep it for legitimate
or legal reasons.

e Right to object — to object, on grounds relating
to your particular situation, to the processing of
your Personal Data based on legitimate interests.

e Right to withdraw consent — when processing is
based on your consent, you may withdraw it at
any time.

e Right to restriction of processing — to request
that the processing of your Personal Data be
limited under certain circumstances.

e Right to Data portability — to receive your
Personal Data in a structured, commonly used
format and transmit it to another controller,
where technically feasible.

e Right not to be subject to a decision based
solely on automated processing — to refuse any
fully automated decision-making that produces

J Protokolovani a monitorovani kritickych systém za
ucelem detekce neobvyklych nebo neopravnénych aktivit

. Interni politiky, $koleni a povinnosti zaméstnanci a
zpracovatell v oblasti zachovani divérnosti

Spolecnost Graitec pravidelné reviduje a aktualizuje sva
bezpecnostni opatreni, aby odrazela technologicky vyvoj, nové
hrozby a regulaéni poZadavky.

U komponent obsahujicich Al implementuje spole¢nost Graitec
dalSi opatfeni v oblasti kybernetické bezpe¢nosti — véetné
ovérovani integrity datovych sad, monitorovani odchylek, auditu
modell, opatfeni na ochranu proti opétovné identifikaci a
hodnoceni rizik specifickych pro Al — v souladu s poZadavky
zakona o Al na divéryhodnou Al.

12. Kontaktujte nas ohledné nasich zasad ochrany osobnich
udajt a vasich prav

GDPR vam udéluje nékolik prav tykajicich se zpracovani vasich
osobnich udaju spolecnosti Graitec. Kdykoli mizZete uplatnit
nasledujici prava:

. Pravo na informace — ziskat jasné a transparentni
informace o tom, jak spolecnost Graitec zpracovava vase osobni
udaje.

. Pravo na pfistup — poZadat o kopii osobnich udaj(, které
o vas spolecnost Graitec uchovava.

. Pravo na opravu — pozadat spole¢nost Graitec o opravu
nepresnych, nedplnych nebo zastaralych osobnich udaju.

. Pravo na vymaz (,,pravo byt zapomenut“) — pozadat o

vymaz vasich osobnich Gdajl, pokud spole¢nost Graitec neni
povinna je uchovavat z legitimnich nebo zakonnych divodd.

. Pravo vznést namitku — vznést namitku z dGvodu
tykajicich se vasi konkrétni situace proti zpracovani vasich
osobnich udaji na zakladé opravnénych zajm.

J Pravo na odvolani souhlasu — pokud je zpracovani
zaloZeno na vasem souhlasu, mlzZete jej kdykoli odvolat.

. Pravo na omezeni zpracovani — pozadat o omezeni
zpracovani vasich osobnich udajl za urcitych okolnosti.

. Pravo na prenositelnost Gdaji — pravo obdrzet vase
osobni Udaje ve strukturovaném, bézné pouzivaném formatu a
predat je jinému sprdvci, pokud je to technicky proveditelné.

J Pravo nebyt predmétem rozhodnuti zalozeného
vyhradné na automatizovaném zpracovani — odmitnout jakékoli
plné automatizované rozhodovani, které ma na vas pravni nebo
vyznamné ucinky, a pozadat o lidskou kontrolu.
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legal or significant effects on you and to request
human review.

e Right to define post-mortem directives — to
define instructions on the retention, deletion, or
communication of your Personal Data after your
death, in accordance with applicable laws.

How to exercise your rights
To exercise any of these rights, you may contact our Data
Protection Officer (DPO):
dpo@graitec.com
Graitec Innovation SAS
20, rue de Provence
75009 Paris, France
To help us process your request efficiently, please include:

e the specific right you wish to exercise,

e the type of processing concerned,

e any relevant information to identify your Data,

e and, if needed, proof of identity (in case of
reasonable doubt about your identity).

Right to lodge a complaint

If you believe that your rights are not respected, you may
lodge a complaint with your local data protection
authority.

In Czechia, the supervisory authority is the

Utad pro ochranu osobnich tdaji (UOOU):
https://uoou.gov.cz/kontakt/podatelna-a-elektronicka-
podatelna.

Where Al functionalities are involved, users may
additionally obtain information regarding the general logic
underlying automated processes and the role they play in
the service delivered.

13. Al Act Compliance
Graitec ensures that all Al systems made available to
users:

— fall within permitted categories under the Al Act;

— undergo internal conformity checks;

— comply with all requirements applicable to
limited-risk Al systems;

— do not process Personal Data for training
purposes without explicit consent;

— do not generate automated decisions without
human review;

— are subject to documented risk-management,
monitoring and quality-control processes in
accordance with Articles 9, 12 and 52 of the Al
Act.

. Pravo definovat pokyny pro ptipad smrti — definovat
pokyny tykajici se uchovavani, vymazani nebo sdélovani vasich
osobnich Gdajd po vasi smrti v souladu s platnymi zakony.

Jak uplatnit sva prava
Chcete-li uplatnit néktera z téchto prav, mlizete se obratit na
naseho povérence pro ochranu osobnich udajt (DPO):
dpo@graitec.com
Graitec Innovation SAS
20, rue de Provence
75009 Pafiz, Francie

Abychom mohli vasi zadost efektivné zpracovat, uvedte prosim:

o konkrétni pravo, které chcete uplatnit,

. typ zpracovani, kterého se to tyka,

. veskeré relevantni informace k identifikaci vasich udajq,
. a v pripadé potreby doklad totoznosti (v pfipadé

dlvodnych pochybnosti o vasi totoZnosti).

Pravo podat stiznost

Pokud se domnivate, Ze vase prava nejsou respektovana, muizete
podat stiznost u mistniho Uradu pro ochranu osobnich tdaju.

V Cesku je dozorovym tfadem Ufad pro ochranu osobnich adajti
(uoou):
https://uoou.gov.cz/kontakt/podatelna-a-elektronicka-podatelna.

V pripadé funkci umélé inteligence mohou uZivatelé navic ziskat
informace o obecné logice automatizovanych procesu a jejich roli
v poskytované sluzbé.

13. Soulad se zakonem o umélé inteligenci
Spolec¢nost Graitec zajistuje, aby vSechny systémy umélé
inteligence, které jsou uzivatelim k dispozici:

- spadaji do povolenych kategorii podle zakona o Al;
- prochdzeji internimi kontrolami shody;

- spliuji vSechny pozadavky platné pro systémy Al s
omezenym rizikem;

- nezpracovavaji osobni tdaje pro ucely Skoleni bez
vyslovného souhlasu;

- neprovadéji automatizovana rozhodnuti bez lidské
kontroly;

- podléhaji zdokumentovanym procesdm fizeni rizik,
monitorovani a kontroly kvality v souladu s ¢lanky 9, 12 a 52
zdkona o Al.

Spole¢nost Graitec neposkytuje ani nezavadi systémy Al s
vysokym rizikem bez vydani zvlastniho informacéniho ozndmeni a
poskytnuti veskeré povinné dokumentace a zaruk.
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Graitec does not provide or deploy high-risk Al systems
without issuing a dedicated information notice and

supplying all mandatory documentation and safeguards. 14. Zmény
Spolec¢nost Graitec mizZe tyto zasady ochrany osobnich Gdajud ¢as

14. Changes od casu aktualizovat, aby odrazely zmény v nasich postupech,
Graitec may update this Privacy Policy from time to time pravnich poZadavcich nebo zplisobu fungovani nasich sluzeb.
to reflect changes in our practices, legal requirements, or | Nejnovéjsi verze téchto zdsad ochrany osobnich udajd bude vzdy k
the way our services operate. dispozici na této strance a bude obsahovat datum posledni
The latest version of this Privacy Policy will always be aktualizace.
available on this page and will indicate the date it was last | Vase dalsi pouzivani nasich produktd a sluzeb po datu Gcinnosti
updated. zmén predstavuje souhlas s aktualizovanymi zdsadami.

Your continued use of our products and services after the
effective date of the changes constitutes
acknowledgement of the updated policy.
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