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GRAITEC PRIVACY POLICY

1. Graitec Privacy Statement

This Privacy Policy aims at providing you with information
on the way we use your Personal Data which is directly
collected or processed via our website www.graitec.com or
indirectly via other means throughout our commercial
relationship with you. This Privacy Policy also applies to
Personal Data processed when you use Graitec software
products, online services, or cloud-connected features,
unless a more specific notice is provided.

Respecting your privacy is a paramount principle to us and
we commit to processing your Personal Data (“Personal
Data”) in strict compliance with the General Data
Protection Regulation 2016/679 (hereafter « GDPR ») and,
where applicable, the Regulation 2024/1689 Artificial
Intelligence Act (hereafter EU Al Act).

This policy is guided by the principles of the GDPR and we
undertake to ensure that:
e You remain in control of your Personal Data
e Your Personal Data is processed in a transparent,
confidential and secure way.

When Graitec provides functionalities that incorporate
artificial intelligence components — including statistical
systems, recommendation engines, completion tools or
assistance features — Graitec ensures that such systems
are designed and operated in full compliance with the EU
Artificial Intelligence Act. These systems qualify as limited-
risk or non-sensitive Al functionalities and do not involve
any automated decision-making producing legal or
similarly significant effects.

Where applicable, Graitec provides appropriate
information explaining the role of Al in the service, its
limitations, residual risks, and the means of obtaining
human review.

2. Identity and Contact Details of the Data Controller
The Data Controller is Graitec Innovation SAS, whose
registered offices are 20, rue de Provence, Paris 75009,
France (hereinafter “Graitec”).
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POLITICA DE CONFIDENTIALITATE GRAITEC

1. Declaratia de Confidentialitate Graitec

Aceastd Politica de Confidentialitate are ca scop sa va ofere
informatii despre modul in care folosim Datele dumneavoastra cu
Caracter Personal, care sunt colectate sau prelucrate direct prin
intermediul site-ului nostru www.graitec.com sau indirect prin alte
mijloace pe parcursul relatiei comerciale cu dumneavoastra.
Aceastd Politicd de Confidentialitate se aplicd si Datelor
dumneavoastra cu Caracter Personal prelucrate atunci cand
utilizati produse software Graitec, servicii online sau functionalitati
conectate la cloud, cu exceptia cazului in care va este furnizatd o
notificare specifica.

Respectarea drepturilor dumneavoastra in ceea ce priveste Datele
Personale este un principiu esential pentru noi si ne angajam sa
prelucram Datele dumneavoastrd cu Caracter Personal ("Date cu
Caracter Personal") in strictd conformitate cu Regulamentul
General privind Protectia Datelor 2016/679 (denumit in continuare
"GDPR") si, acolo unde este cazul, Regulamentul 2024/1689 privind
Inteligenta Artificiala (denumita in continuare ”"Legea UE privind
IA”).

Aceasta politica este ghidata de principiile GDPR si ne angajam sa
ne asiguram ca:
e R3dmanetiin control cu privire la Datele dumneavoastra cu
Caracter Personal
e Datele dumneavoastrd cu Caracter
prelucrate intr-un mod transparent,

Personal sunt
confidential si

securizat.
Cand Graitec ofera functionalitati care includ componente de
inteligenta artificiala — inclusiv sisteme statistice, motoare de

recomandare, instrumente de completare sau functii de asistenta
— Graitec se asigura ca astfel de sisteme sunt proiectate si operate
in deplind conformitate cu Legea UE privind Inteligenta Artificiala.
Aceste sisteme se califica ca functionalitati A cu risc limitat sau ne-
sensibile si nu implica luarea de decizii automate care sa produca
efecte legale sau similare semnificative.

Acolo unde este cazul, Graitec ofera informatii adecvate care
explica rolul IA in serviciu, limitdrile sale, riscurile reziduale si
mijloacele de obtinere a unei revizuiri umane.

2. Identitatea si datele de contact ale Operatorului de Date
Operatorul de Date este Graitec Innovation SAS, cu sediul social
declarat in Rue de Provence nr. 20, Paris 75009, Franta (denumit in
continuare "Graitec").
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3. Personal Data Collection
We collect Personal Data in the context of your interactions
with our websites, our software products, our cloud
services, and our commercial relationship with you.
Personal Data is any information that identifies you directly
or indirectly.
We may collect Personal Data in the following situations:

3.1. When you browse our websites or fill in online forms
This includes information you provide when you request to
be contacted, download a trial version, register for an
event, access documentation, subscribe to a newsletter, or
request information about our products or services.
Typical categories of data include:

e ftitle, first name, surname

e email address and postal address

e company name, professional

activity
e telephone number
e any information voluntarily provided in a contact
form

Graitec collects only the data strictly necessary to process
your request and will not repurpose form-based data for
incompatible uses (such as marketing) without your
explicit consent.
Data is used to process your request, provide access to
downloads, send documentation, manage subscriptions,
or respond to enquiries.

role, sector of

3.2. When you create and use an account (e.g., Graitec
Advantage or cloud services)
To provide access to licensed software, subscription
services, downloads, cloud features, support portals, or
cloud services, we may collect:
e account identifiers (such as email address used
for AdvantagelD)
e authentication tokens generated by our identity
provider
e account profile information
e subscription and entitlement information
Passwords are managed exclusively by the Microsoft
authentication platform, using secure tokenization and
Single Sign-On where available.

3.3. When you activate and use Graitec desktop software
or cloud services

To deliver, protect, and maintain our products, we may
collect operational and technical data (“service
telemetry”), which is strictly necessary for:

3. Colectarea Datelor cu Caracter Personal
Colectam Date cu Caracter Personal in contextul interactiunilor
dumneavoastra cu site-urile noastre, produsele noastre software,
serviciile noastre tip cloud si in relatia noastrd comerciala cu
dumneavoastra. Datele cu Caracter Personal reprezinta orice
informatie care va identifica direct sau indirect.
Putem colecta Date cu Caracter Personal in urmatoarele situatii:

3.1. Cand accesati site-urile noastre sau completati formulare
online
Acestea includ informatiile pe care le furnizati atunci cand solicitati
sa fiti contactat, descarcati o versiune de incercare, va inregistrati
la un eveniment, accesati documentatie, va abonati la un
newsletter sau solicitati informatii despre produsele sau serviciile
noastre.
Categoriile tipice de date includ:

e titlu, prenume, nume de familie

e adresa de email si adresa postala

e numele rolul profesional,

activitate
e numar de telefon
e orice informatie furnizata voluntar intr-un formular de
contact

Graitec colecteaza doar datele strict necesare pentru prelucrarea
solicitarii dumneavoastra si nu va reutiliza datele bazate pe
formulare pentru utilizari incompatibile (cum ar fi marketingul) fara
consimtamantul dumneavoastra explicit.
Datele sunt folosite pentru a prelucra solicitarea dumneavoastra, a
va oferi acces la descdrcdri, trimite documentatie, gestiona
abonamente sau pentru a raspunde la solicitari.

companiei, sectorul de

3.2. Cand creati si folositi un cont (de ex., Graitec Advantage sau
servicii tip cloud)
Pentru a oferi acces la software licentiat, servicii pe baza de
abonament, descarcari, functii in cloud, portaluri de suport sau
servicii tip cloud, putem colecta:
e identificatori de cont (cum ar fi adresa de email folosita
pentru AdvantagelD)
e tokenuri de autentificare generate de furnizorul nostru de
servicii de identitate
e informatii despre profilul contului
e informatii despre abonament si permisiuni
Parolele sunt gestionate exclusiv de platforma de autentificare
Microsoft, folosind tokenizare securizata si Single Sign-On acolo
unde este disponibil.

3.3. Cand activati si folositi software-ul desktop Graitec sau
serviciile cloud Graitec
Pentru a livra, proteja si intretine produsele noastre, putem colecta
date operationale si tehnice ("telemetria serviciilor"), care este
strict necesara pentru:
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e product activation and license validation

e secure authentication

e entitlement checks

e maintaining software integrity

e ensuring service reliability and performance

This may include:

e Device identifiers (e.g., hardware hash or system-
generated device ID)

e |P address (used for licensing validation, security
checks, service availability monitoring, and to
comply with applicable export-control and
sanctions regulations through basic geolocation)

e License activation and validation events

e Authentication and entitlement verification
signals

e Runtime integrity and diagnostic signals (e.g.,
crashes, corrupted files, tampering attempts)

e Connection and service-health information (e.g.,
connection status, latency, service availability)

e Anti-abuse and fraud-prevention signals (e.g.,
suspicious activation patterns, unauthorized
access attempts)

This data is essential to provide and secure our services and
is processed in accordance with GDPR.

Telemetry elements linked to the integrity, security or
operation of Al systems are never used for model training
or feature improvement unless they have first undergone
irreversible anonymisation.

3.4. When you opt in to optional diagnostics or feature-
improvement programs
With your consent or where allowed under legitimate
interest, we may collect aggregated or anonymized
technical data to help us improve:

e product stability and performance

e compatibility and configuration support

e user experience and workflow optimization

Non-essential diagnostics can be disabled in the product
settings where available.
Depending on your settings and product configuration, we
may collect Non-Essential Diagnostics and Feature-
Improvement Data (optional):

¢ Performance metrics: (e.g., startup time, command

execution time, memory/CPU usage patterns)
e Crash reports and exception details: (e.g., error

codes, stack traces, frequency of application
failures)

e Compatibility and configuration signals: (e.g.,
operating system version, hardware class,

GPU/driver identifiers, locale and regional settings)

e activarea produsului si validarea licentei

e autentificare securizata

e verificari de drepturi

e mentinerea integritatii software-ului

e  asigurarea fiabilitatii si performantei serviciului

Acestea pot include:

o Identificatori de dispozitiv (de ex., hardware hash sau ID-
ul dispozitivului generat de sistem)

e Adresa IP (folosita pentru validarea licentei, verificdri de
securitate, monitorizare  disponibilitati  servicii i
respectare a reglementarilor aplicabile de control al
exporturilor si sanctiunilor prin geo-locatie de baza)

e Evenimente de activare si validare a licentei

e Semnale de autentificare si verificare a drepturilor

e Semnale de integritate la rulare si diagnosticare (de ex.,
blocari, fisiere corupte, incercari de manipulare)

¢ Informatii despre conexiune si sanatatea serviciului (de
ex., starea conexiunii, latenta, disponibilitatea serviciilor)

e Semnale anti-abuz si de prevenire a fraudei (de ex.,
tipare suspecte de activare, incercari neautorizate de
acces)

Aceste date sunt esentiale pentru a furniza si securiza serviciile
noastre si sunt prelucrate in conformitate cu GDPR.

Elementele de telemetrie legate de integritatea, securitatea sau
functionarea sistemelor IA nu sunt niciodata folosite pentru
antrenarea modelului sau Tmbunatatirea caracteristicilor decat
daca au fost mai intadi supuse unei anonimizari ireversibile.

3.4. Cand optati pentru programe optionale de diagnosticare sau
imbunatatire a functiilor
Cu consimtamantul dumneavoastra sau acolo unde este permis pe
baza unui interes legitim, putem colecta date tehnice agregate sau
anonimizate pentru a ne ajuta sa imbunatatim:

e stabilitatea si performanta produsului

e compatibilitatea si suportul pentru configurare

e  experienta utilizatorului si optimizarea fluxurilor de lucru

Diagnosticele neesentiale pot fi dezactivate in setarile produsului
acolo unde este disponibil.
in functie de setarile si configuratia produsului dumneavoastrs,
putem colecta Date Neesentiale de Diagnosticare si imbunitatire
a Functionalitatilor (optional):
e Metrici de performanta: (de ex., timpul de pornire, timpul
de executie al comenzilor, modelele de utilizare a
memoriei/CPU-ului)
e Rapoarte de erori si detalii despre exceptii: (de ex., coduri
de eroare, urme de executie, frecventa defectarii aplicatiei)
e Semnale de compatibilitate si configurare: (de ex.,
versiunea sistemului de operare, clasa hardware,
identificatori GPU/driver, setari locale si regionale)
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e Usage analytics related to user experience: (e.g.,
anonymized feature usage frequency, workflow
sequences, interaction patterns)

e Environment and workload characteristics: (e.g.,
non-personal information about files or models,
such as file size, object counts, or operation type,
without collecting the file content itself)

o Aggregated diagnostics related to cloud service
interactions: (e.g., round-trip times, API availability,
anonymized operation success/failure counts)

e Optional feedback signals: (e.g., user-submitted
satisfaction ratings, survey responses)

3.5. When you opt in to Al-related data sharing features
(optional)

If you choose to enable optional features that contribute
to the development or improvement of Al-based
functionalities, we may process anonymized or
pseudonymized engineering or usage data, never
including personal or sensitive content. All data processed
to improve Al-based functionalities undergoes a systematic
assessment ensuring the absence of Personal Data or
project-identifying information.

Graitec implements robust anonymisation techniques and
commits never to attempt any form of re-identification.
Participation is voluntary and can be disabled at any time.
We may collect the following types of anonymized or
pseudonymized technical data, strictly limited to what is
necessary for the development and improvement of Al-
based functionalities:

1. Anonymized Engineering Pattern Data: the anonymized
or pseudonymized engineering Data we may collect for Al-
related feature improvement is strictly limited to low-level,
non-identifiable technical patterns, never including user-
generated documents, project geometry, drawings, or any
Customer-specific engineering content (structure-only, no
customer content).

¢ Object counts, entity types, and parametric relationships:
e.g., how many columns, which types of connections are
used, relative relationships but no shapes;

e Geometric complexity indicators: e.g., bounding-box
ranges, density, topology signatures, but never actual
coordinates or shapes;

e Generic structural or modelling operations: e.g.,
“beam created,” “wall edited,” “rebar placed,” or
other neutral commands, with no associated
geometry or uploaded user content;

¢ Non-identifiable feature-usage sequences:
“command A-> command B-> command
capturing workflow patterns, not data;

e.g.,
CIII

e Analize de utilizare legate de experienta utilizatorului: (de
ex., frecventa anonimizata a utilizarii functionalitatilor,
secvente de fluxuri de lucru, tipare de interactiune)

e Caracteristici ale mediului si incarcarii de lucru: (de ex.,
informatii non-personale despre fisiere sau modele, cum ar
fi dimensiunea fisierului, numarul de obiecte sau tipul de
operatiune, fara a colecta continutul fisierului propriu-zis)

o Diagnostice agregate legate de interactiunile cu serviciile
tip cloud: (de ex., timpii dus-intors, disponibilitatea API-
ului, numarul anonimizat de evenimente succes/esec ale
operatiunilor)

e Semnale optionale de feedback: (de ex., evaluadri de
satisfactie trimise de utilizatori, raspunsuri la sondaje)

3.5. Cand optati pentru functii de partajare a datelor legate de IA
(optional)

Daca alegeti sa activati functionalitati optionale care contribuie la
dezvoltarea sau Tmbunatatirea functionalitatilor bazate pe IA,
putem prelucra date tehnice sau de utilizare anonimizate sau
pseudonimizate, fara a include niciodata continut personal sau
sensibil. Toate datele prelucrate pentru a imbunatati
functionalitdtile bazate pe IA trec printr-o evaluare sistematica,
asigurand absenta Datelor cu Caracter Personal sau a informatiilor
care identifica proiectul. Graitec implementeaza tehnici robuste de
anonimizare si se angajeaza sa nu incerce niciodata nicio forma de
reidentificare.

Participarea este voluntara si poate fi dezactivata oricand.

Putem colecta urmatoarele tipuri de date tehnice anonimizate sau
pseudonimizate, strict limitat la ceea ce este necesar pentru
dezvoltarea si  Tmbunatdtirea functionalitatilor bazate pe
inteligenta artificiala:

1. Date Anonimizate de Tipare de Inginerie: datele de inginerie
anonimizate sau pseudonimizate pe care le putem colecta pentru
imbunatatirea functionalitatilor legate de IA sunt strict limitate la
tipare tehnice de nivel scdazut, neidentificabile, fara a include
vreodata documente generate de utilizator, geometria proiectului,
desene sau orice continut ingineresc specific clientului (doar
structurd, fdrd continutul clientului).

e Numarul de obiecte, tipurile de entitati si relatiile
parametrice: de ex., cate coloane, ce tipuri de conexiuni
sunt folosite, relatii relative dar fara forme;

e Indicatori geometrici de complexitate: de ex., intervale
de fincadrare, densitate, semnaturi topologice, dar
niciodatad coordonate sau forme reale;

e  Operatii structurale sau de modelare generice: de ex.,
"grinda creatd", "perete editat", "armatura amplasata"
sau alte comenzi neutre, fara geometrie asociata sau
continut utilizator incarcat;

e Secvente neidentificabile de utilizare a
functionalitatilor: de ex., "comanda A - comanda B -
comanda C", capturand tipare de fluxuri de lucru, nu date;
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e Typical element selection or sizing patterns: e.g.,
frequently used steel section families or classes,
habitual profile choices, without any model
geometry;

¢ General model complexity metrics: e.g., aggregate
element counts, connection categories, topological
signatures, always ensuring that no full structural
design, project geometry, or Customer-sensitive
information is captured.

e Reinforcement arrangement characteristics: e.g.,
number of bars, spacing categories, common rebar
configurations, without project-specific dimensions;

All such engineering pattern data is processed in a manner
that prevents identification of a person, project, or
company, and is used exclusively to improve Al-based
functionalities developed and operated internally by
Graitec. Participation is optional and can be disabled at any
time.

2. Usage and Interaction Analytics
e anonymized interaction events (e.g., tools used,
menu selections, macro execution)
e workflow progression patterns (e.g., frequency of
repeated operations, number of iterations)
e anonymized timestamps or duration metrics (e.g.,
time to completion of a modeling step)
3. Performance and Computational Signals
e compute-time metrics for Al predictions (e.g.,
inference duration, error distribution)
e anonymized correlation metrics (e.g.,
suggestions accepted/rejected)
e technical model-input characteristics (e.g., model
size bucket, mesh density category)

model

4. System and Environment Metadata
(non-personal, technical parameters only)

e software version, component versions

e operating system type

e hardware class and GPU type

e |ocal and regional settings
5. Pseudonymized Identifiers (if strictly necessary)

e arandomly generated device or installation ID

e asession identifier
(We never collect names, emails, [P addresses,
AdvantagelD identifiers, or any direct or indirect Personal
Data for Al training.)

We do NOT collect for Al model improvement:
e engineering design content, geometry, drawings,
BIM/Revit models, rebar details, analytical models

e Tipare tipice de selectie sau dimensionare a
elementelor: de ex., familii sau clase de sectiuni din otel
folosite frecvent, alegeri obisnuite de profil, fara nicio
geometrie a modelului;

e Metrici generale de complexitate a modelului: de ex.,
numarul agregat de elemente, categoriile de conexiune,
semnaturile topologice, asigurandu-se intotdeauna ca nu

sunt capturate proiectari structurale complete,
geometria proiectului sau informatii sensibile ale
Clientului.

e Caracteristicile aranjamentului armaturilor: de ex.,
numarul de bare, categoriile de distantare, configuratiile
comune ale armaturilor, fara dimensiuni specifice
proiectului;

Toate aceste date despre tipare de inginerie sunt prelucrate intr-
un mod care impiedica identificarea unei persoane, proiect sau
companii si sunt folosite exclusiv pentru a Tmbunatati
functionalitatile bazate pe inteligenta artificiala dezvoltate si
operate intern de Graitec. Participarea este optionald si poate fi
dezactivata oricand.
2. Analiza utilizarii si interactiunii
e evenimente de interactiune anonimizate (de ex., unelte
folosite, selectii de meniuri, executie de macro-comenzi)
e tipare de progresie a fluxului de lucru (de ex., frecventa
operatiunilor repetate, numarul de iteratii)
e marcaje temporale anonimizate sau metrici de durata (de
ex., timpul pana la finalizarea unui pas de modelare)
3. Semnale de performanta si computationale
e metrici de timp de calcul pentru predictiile 1A (de ex.,
durata inferentei, distributia erorilor)
e metrici de corelatie anonimizate (de ex., sugestii de
modele acceptate/respinse)
e  caracteristici tehnice ale datelor de intrare pentru model
(de ex., categorie de dimensiune a modelului, categoria
densitatii mesh-ului)
4. Metadate de sistem si mediu
(doar parametri tehnici, non-personali)
e versiune software, versiuni componente
e tip de sistem de operare
clasa hardware si tipul GPU
e  setdrilocale si regionale
5. Identificatori pseudonimizati (daca este strict necesar)
e unID de dispozitiv sau instalare generat aleatoriu
e unidentificator de sesiune
(Nu colectdm niciodatd nume, emailuri, adrese IP, identificatori
AdvantagelD sau Date cu Caracter Personal directe sau indirecte
pentru antrenamentul IA.)

NU colectam pentru imbunatatirea modelelor I1A:
e continutul proiectului de inginerie, geometrie, desene,
modele BIM/Revit, detalii de armatura, modele analitice
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e project files, user-generated documents, or
sensitive business information
e Personal Data, such as name, email, IP, device serial
number
e any customer confidential information
Graitec warrants compliance with the GDPR and the EU Al
Act. Graitec documents the technical and organisational
measures in place to ensure the quality, integrity and
representativeness of the data used in the development or
improvement of Al components, in accordance with
Articles 10 and 12 of the Al Act.

3.6. When you communicate with us
If you contact Graitec (support request, training
enrollment, commercial enquiry), we collect the
information you provide so we can respond, manage your
request, or provide the relevant service.
We may collect:
e title, first name, surname
e email address and postal address
e company name, professional
activity
e telephone number
e any information voluntarily provided in a contact
form or any other communication form.
Support or commercial communications are stored only for
the period strictly necessary to handle the request, unless
a longer period is required by law.

role, sector of

4. Nature of the Personal Data collected
The types of Personal Data collected depend on your
interaction with Graitec (website, customer portals, software
products, cloud services, or support). They may include:

4.1 Identification Data

Information that allows us to identify or contact you, such
as your name, surname, business email address, postal
address (for invoicing), and telephone number.

4.2 Authentication and Account Access Data

Data required to create and secure your Graitec Advantage
account, including  account identifiers (email),
authentication tokens, Single Sign-On identifiers, and logs
related to login attempts.

Passwords are managed exclusively by the Microsoft
authentication platform.

4.3 Financial and Transaction Data
Banking or payment information required for invoicing and

subscription management.

4.4 Website Browsing & Cookie Data

o fisiere de proiect, documente generate de utilizatori sau
informatii sensibile de afaceri
e Date cu Caracter Personal, cum ar fi nume, email, IP,
numarul de serie al dispozitivului
e orice informatie confidentiala a clientilor
Graitec garanteazd respectarea GDPR si a Legii UE privind IA.
Graitec documenteaza masurile tehnice si organizationale aplicate
pentru a asigura calitatea, integritatea si reprezentativitatea
datelor utilizate in dezvoltarea sau imbunatatirea componentelor
IA, in conformitate cu articolele 10 si 12 din Legea UE privind IA.

3.6. Cand comunicati cu noi
Daca contactati Graitec (solicitare de suport, inscriere la instruire,
solicitare comerciald), colectam informatiile pe care le furnizati
pentru a putea raspunde, gestiona cererea dumneavoastrda sau
furniza serviciul relevant.
Putem colecta:
e titlu, prenume, nume de familie
e adresa de email si adresa postala
e numele companiei, rolul profesional,
activitate
e numar de telefon
e orice informatie furnizata voluntar intr-un formular de
contact sau in orice alt formular de comunicare.
Comunicatiile de suport sau comerciale sunt stocate doar pe
perioada strict necesara pentru a gestiona cererea, cu exceptia
cazului in care legea impune o perioada mai lunga.

sectorul de

4. Natura Datelor cu Caracter Personal colectate
Tipurile de Date cu Caracter Personal colectate depind de
interactiunea dvs. cu Graitec (site-ul web, portalurile pentru clienti,
produse software, servicii cloud sau suport). Acestea pot include:

4.1 Date de identificare

Informatii care ne permit sa va identificdm sau sa va contactam,
cum ar fi numele, numele de familie, adresa de email de business,
adresa postala (pentru facturare) si numarul de telefon.

4.2 Autentificare si Date de Acces la Cont

Date necesare pentru a crea si securiza contul dvs. Graitec
Advantage, inclusiv identificatori de cont (email), tokenuri de
autentificare, identificatori Single Sign-On si jurnale legate de
incercarile de autentificare.

Parolele sunt gestionate exclusiv de platforma de autentificare
Microsoft.

4.3 Date Financiare si de Tranzactii
Informatii bancare sau de plata necesare pentru facturarea si

gestionarea abonamentelor.

4.4 Navigarea pe site si Date cookie
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Usage information collected when you browse our
website, including cookies, analytics data, and interaction
logs, according to your cookie preferences.

4.5 Customer Relationship & Support Data

Correspondence, documentation requests, training registrations,
support tickets, customer feedback, and information necessary
to manage your relationship with Graitec.

4.6 Marketing & Prospecting Data
Data provided for surveys, product testing, marketing
communications, or promotional operations.

4.7 Data Collected from Third Parties
Personal Data that you have agreed to share with us from
social networks or other publicly available sources.

4.8 Operational, Licensing & Security Data (“Service
Telemetry”) — Software/Cloud

Graitec processes certain operational, licensing, and
security-related data that is strictly necessary to activate,
operate, protect, and maintain the Graitec Solutions. This
includes d used for license validation, access control,
entitlement checks, product integrity, and core service
operation.

This may include:

e license activation and validation signals

e entitlement checks and subscription status

e runtime integrity and anti-abuse signals

e machine identifiers and IP region used for license

protection

e connection and service-health information

e  security logs

e authentication metadata
This processing is performed under contract performance
for activation, access control, entitlement checks, product
integrity, and service operation, and in support of security
obligations (Art. 32 GDPR).
This processing is essential for the protection and proper
functioning of the Graitec Solutions and cannot be disabled
by the user. This data does not allow Graitec to track user
behaviour for purposes other than security, compliance, or
service integrity.

4.9 Fraud Prevention & License Misuse Detection

Graitec processes data required to detect piracy, license
misuse, or unauthorized use of the software. This includes
telemetry used to identify anomalous usage patterns and
protect Graitec’s intellectual property.

This may include:

Informatii de utilizare colectate atunci cand navigati pe site-ul
nostru, inclusiv cookie-uri, date de analiza si jurnale de interactiuni,
conform preferintelor dumneavoastra cu privire la cookie-uri.

4.5 Relatii cu Clientii si Date de Suport

Corespondenta, cereri de documentatie, inregistrari de instruire,
tichete de suport, feedback de la clienti si informatii necesare
pentru a gestiona relatia dvs. cu Graitec.

4.6 Date de Marketing si Prospectare
Date furnizate pentru sondaje, testarea produselor, comunicare de
marketing sau operatiuni promotionale.

4.7 Date Colectate de la Terti
Date Personale pe care ati acceptat sa le impartasiti cu noi din
retele sociale sau alte surse publice.

4.8 Date Operationale, de Licentiere si Securitate ("Telemetrie de
Servicii") — Software/Cloud

Graitec prelucreaza anumite date operationale, de licentiere si de
securitate care sunt strict necesare pentru activarea, operarea,
protejarea si intretinerea Solutiilor Graitec. Acestea includ datele
folosite pentru validarea licentei, controlul accesului, verificarea
drepturilor, integritatea produsului si operarea serviciului de baza.

Aceasta poate include:
e semnale de activare si validare a licentei
e verificarea permisiunilor si statusul abonamentului
e semnale de integritate a timpului de functionare si anti-
abuz
e identificatori de masina si regiune IP folosite pentru
protectia licentelor
e informatii despre conexiune si starea serviciului
e jurnale de securitate
e metadate de autentificare
Aceastd prelucrare se efectueaza in cadrul executarii contractului
pentru activare, controlul accesului, verificari ale drepturilor,
integritatea produsului si operarea serviciului, precum si in sprijinul
obligatiilor de securitate (art. 32 GDPR).
Aceasta prelucrare este esentiala pentru protectia si functionarea
corecta a Solutiilor Graitec si nu poate fi dezactivata de utilizator.
Aceste date nu permit Graitec sa urmareasca comportamentul
utilizatorilor in alte scopuri decéat securitatea, conformitatea sau
integritatea serviciului.

4.9 Prevenirea Fraudei si Detectarea Utilizarii Abuzive a Licentei
Graitec prelucreaza date necesare pentru a detecta pirateria,
utilizarea abuziva a licentelor sau utilizarea neautorizata a
software-ului. Aceasta include telemetria folosita pentru
identificarea tiparelor anormale de utilizare si protejarea
proprietatii intelectuale a Graitec.

Acestea pot include:
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e machine identifiers

e |P region information

e license validation logs

e anti-abuse and misuse-detection indicators
Graitec remains the Data Controller for this processing.

4.10 Functional Performance & Quality Data
Technical diagnostics used to maintain and improve the
stability, compatibility, and performance of the Graitec
Solutions, including:
e crash reports and exception logs
e performance metrics (startup time, resource
usage)
e configuration and environment data (OS version,
hardware class)
e APl reliability and connection metrics

4.11 Product Usage & Experience Data (optional
analytics)

Aggregated usage information (feature usage counts,
workflow patterns) used to improve UX and product
design.

Non-essential analytics may be disabled via settings or
tenant configuration.

4.12 Al Model Development (optional, opt-in only)

If you choose to enable Al data-sharing features, Graitec
may process anonymized engineering or usage data solely
to improve Al-based functionalities.

No personal Data, customer design files, or identifiable
information is used without explicit consent.

Collection is compliant with the EU Al Act.

4.13 Inferred Data (Al & Analytics)

Some data may be generated through automated analysis
of your interactions (e.g., usage statistics). Such inferred
Data is never used for individual decision-making.

5. Purposes and legal basis of the collection of your
Personal Data
Graitec processes Personal
purposes:

Data for the following

5.1 Contract Performance and Service Provision
To provide, activate, and operate the Graitec Solutions,
including:
e account creation and authentication
e license activation, validation, and subscription
management

identificatori de masina
informatii despre IP regional
jurnale de validare a licentelor
indicatori anti-abuz si de
necorespunzatoare

Graitec ramane Operatorul de Date pentru aceasta procesare.

detectare a utilizarii

4.10 Date de Performanta Functionala si Calitate
Diagnosticele tehnice folosite pentru a mentine si Tmbunatati
stabilitatea, compatibilitatea si performanta Solutiilor Graitec,
inclusiv:
e rapoarte de erori si jurnale de exceptii
e metrici de performanta (timp de pornire, utilizarea
resurselor)
e date de configurare si mediu (versiunea sistemului de
operare, clasa hardware)
e metrici de fiabilitate si conexiune a API-ului

4.11 Date privind Utilizarea Produsului si Experienta (analiza
optionald)

Informatii agregate de utilizare (numar de functionalitati utilizate,
tipare de fluxuri de lucru) folosite pentru a imbunatdti UX si
designul produsului.

Analizele neesentiale pot fi dezactivate prin setari sau configurarea
abonatului.

4.12 Dezvoltarea modelelor IA (optional, doar opt-in)

Daca alegeti sa activati functii de partajare a datelor IA, Graitec
poate procesa date de inginerie sau de utilizare anonimizate
exclusiv pentru a imbunatati functionalitatile bazate pe IA.

Nu se folosesc Date personale, fisiere de design al clientilor sau
informatii identificabile fara consimtamant explicit.

Colectarea este conforma cu Legea UE privind IA.

4.13 Date Inferate (IA & Analiza)

Unele date pot fi generate prin analiza automata a interactiunilor
dumneavoastrd (de ex., statistici de utilizare). Astfel de date
inferate nu sunt niciodata folosite pentru luarea deciziilor
individuale.

5. Scopurisi baza legala a colectarii Datelor dumneavoastra
cu Caracter Personal

Graitec prelucreaza Date cu Caracter Personal in urmatoarele
scopuri:

5.1 Executarea Contractului si Furnizarea Serviciilor
Pentru a furniza, activa si opera Solutiile Graitec, inclusiv:

e  crearea contului si autentificarea
e activarea licentei, validarea si gestionarea abonamentelor
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e delivery of software downloads, cloud services,
and updates

e customer support, troubleshooting, and service
notifications

The legal basis of such collection is contract performance.

5.2 Operational, Licensing, and Security Protection
To ensure the proper functioning, security, and integrity of
our software and cloud services, including:

e  operational and service telemetry strictly necessary
for activation, access control, performance, and
reliability. Where possible data minimization
principles are applied to the telemetry through the
usage of pseudonymization or hashing of the
telemetry identifiers.

e detection and prevention of software fraud,
piracy, unauthorized access, or abuse

e monitoring of service availability, connection
health, and runtime integrity

The legal basis of such collection are contract performance
and legitimate interest.

The legal basis for the collection of personal Data for
activation, access control, entitlement checks, product
integrity, and service operation, are the contract
performance and the legitimate interest. This processing is
essential for the protection and proper functioning of the
Graitec Solutions and cannot be disabled by the user.
Regarding the prevention of software fraud, Graitec’s
specific legitimate Interest is preventing unauthorized use,
detecting piracy, and ensuring the security of networks and
information systems, in accordance with Recital 49 GDPR.

5.3 Product Quality, Diagnostics, and Improvement
To maintain and improve stability, efficiency, compatibility,
and quality of the Graitec Solutions, including:
e crash reports, diagnostic logs, and performance
measurements
e aggregated usage analytics to understand product
behavior
e configuration and compatibility analysis
e where applicable, users may disable non-essential
diagnostics.
The legal basis of such collection is legitimate interest.

5.4 Customer Relationship and Communication
To manage the relationship with customers and prospects,
including:
e responses to requests for information
e registration and participation in
webinars, or events
e subscription management and service updates
e sending transactional or administrative messages

training,

e livrarea descdrcarilor software, a serviciilor cloud si a
actualizarilor
e suport clienti, depanare si notificari de service
Baza legald a acestei colectari este executarea contractului.

5.2 Operationale, Licentiere si Protectia Securitatii
Pentru a asigura functionarea, securitatea si integritatea adecvate
ale software-ului nostru si serviciilor noastre cloud, inclusiv:
o telemetrie operationald si de serviciu strict necesara
pentru activare, controlul accesului, performantd si
fiabilitate. Acolo unde este posibil, principiile minimizarii

datelor sunt aplicate telemetriei prin utilizarea
pseudonimizdrii sau hash-uirii identificatorilor de
telemetrie.

e detectarea si prevenirea fraudei software, a pirateriei, a
accesului neautorizat sau a abuzului
e monitorizarea disponibilitatii serviciilor, starii conexiunii si
integritatii la rulare
Bazele legale ale acestei colectari sunt executarea contractului si
interesul legitim.
Bazele legale pentru colectarea Datelor personale pentru activare,
controlul accesului, verificarea drepturilor, integritatea produsului
si operarea serviciului le reprezinta executarea contractului si
interesul legitim. Aceasta prelucrare este esentiala pentru
protectia si functionarea corecta a Solutiilor Graitec si nu poate fi
dezactivatd de utilizator.
in ceea ce priveste prevenirea fraudei software, interesul legitim
specific al Graitec este prevenirea utilizarii neautorizate,
detectarea pirateriei si asigurarea securitatii retelelor si sistemelor
informationale, in conformitate cu Recitalul 49 GDPR.

5.3 Calitatea Produsului, Diagnosticarea si imbunatitirea
Pentru a mentine si Tmbunatdti stabilitatea, eficienta,
compatibilitatea si calitatea Solutiilor Graitec, inclusiv:
e rapoarte de erori, jurnale de diagnostic si masuratori de
performanta
e analize agregate ale utilizarii
comportamentul produsului
e analiza configuratiei si compatibilitatii
e unde este cazul, utilizatorii pot dezactiva diagnosticele
neesentiale.
Baza legala a unei astfel de colectari este interesul legitim.

pentru a Tintelege

5.4 Relatia si Comunicarea cu Clientul
Pentru a gestiona relatia cu clientii si potentialii clienti, inclusiv:
e raspunsuri la solicitarile de informatii
e inregistrare si participare la instruiri, webinarii sau
evenimente
e gestionarea abonamentelor si actualizari de servicii
e trimiterea mesajelor tranzactionale sau administrative
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The legal basis for such collection is performance of the
contract or legitimate interest.

5.5 Marketing and Prospection

To send newsletters, product information, promotional
offers, and targeted communications.
The legal basis is Consent or Legitimate Interest, where
permitted.

Users may unsubscribe at any time.

5.6 Financial, Administrative, and Legal Obligations

For billing, invoicing, accounting, dispute management,
and compliance with applicable legal obligations.

The legal basis is Contract performance and Legal
Obligation.

5.7 Al Model Development (Optional)

If the user opts in, anonymized or non-identifying data may
be used to develop or improve Al-based functionalities
embedded in Graitec products. No Personal Data,
customer design files, or other user-generated content is
used without explicit consent. Participation is voluntary
and can be disabled at any time.

The legal basis are legitimate interest and consent.

Graitec ensures compliance with the EU Al Act and does
not share such data with third parties.

5.8 Data Subject Rights Management (DSR Handling)

To register, review, verify, and answer Data Subject Rights
requests (access, rectification, erasure, restriction,
objection, portability). Processing is strictly limited to what
is necessary to confirm the requester’s identity, locate the
relevant Data, and provide a compliant response within the
statutory timelines.

The legal basis is compliance with a legal obligation.

5.9 Whistleblowing System Management
To operate an internal reporting channel allowing
employees and third parties to report suspected
misconduct, ethical breaches, or compliance violations,
and to investigate such reports confidentially. Reports may
also be submitted anonymously where permitted by local
law. Only information strictly necessary for assessing and
following up the report is processed, with confidentiality
safeguards applied to the identity of the whistleblower
(including when the whistleblower chooses to remain
anonymous) and implicated persons.

The legal basis are compliance with a legal obligation and
public interest where applicable under EU Directive
2019/1937.

5.10 Recruitment and
To review applications,

Candidate = Management
assess candidate suitability,

Baza legald pentru o astfel de colectare este executarea

contractului sau interesul legitim.

5.5 Marketing si Prospectare
Pentru a trimite newslettere, informatii despre produse, oferte

promotionale Si comunicari tintite.
Baza legald este Consimtamantul sau Interesul Legitim, acolo unde
este permis.

Utilizatorii se pot dezabona oricand.

5.6 Obligatii Financiare, Administrative si Legale

Pentru facturare, emitere documente de plati, contabilitate,
gestionarea disputelor si respectarea obligatiilor legale aplicabile.
Bazele legale sunt executarea contractului si obligatiile legale.

5.7 Dezvoltarea Modelelor IA (Optional)

Daca utilizatorul opteaza, datele anonimizate sau neidentificatoare
pot fi folosite pentru a dezvolta sau Tmbunatati functionalitati
bazate pe inteligenta artificiala integrate in produsele Graitec. Nu
se folosesc Date cu caracter Personal, fisiere de design pentru
clienti sau alt continut generat de utilizatori fara consimtamant
explicit. Participarea este voluntara si poate fi dezactivata oricand.
Bazele legale sunt interesul legitim si consimtamantul.

Graitec asigurd respectarea Legii UE privind IA si nu partajeaza
astfel de date cu terti.

5.8 Gestionarea Drepturilor Persoanei Vizate (gestionarea DSR)
Pentru a se finregistra, revizui, verifica si raspunde solicitarilor
privind Drepturile Persoanei Vizate (acces, rectificare, stergere,
restrictionare, obiectie, portabilitate). Prelucrarea este strict
limitatd la ceea ce este necesar pentru a confirma identitatea
solicitantului, a localiza Datele relevante si a oferi un raspuns
conform in termenele legale.

Baza legala este respectarea unei obligatii legale.
5.9 Managementul Sistemului de Avertizari de Integritate
Operarea unui canal intern de raportare care sa permitd angajatilor
si tertilor sa raporteze comportamente suspecte, incalcari etice sau
incdlcari ale conformitatii si sa investigheze astfel de rapoarte in
mod confidential. Rapoartele pot fi, de asemenea, trimise anonim,
acolo unde este permis de legea locala. Doar informatiile strict
necesare pentru evaluarea si realizarea follow-up-ului raportului
sunt prelucrate, cu garantii de confidentialitate aplicate identitatii
avertizorului (inclusiv atunci cand acesta alege sa ramana anonim)
si persoanelor implicate.

Baza legala este respectarea unei obligatii legale si a interesului
public, acolo unde este aplicabil conform Directivei UE 2019/1937.

5.10 Gestionarea Recrutarii si a Candidatilor
Pentru a analiza aplicatiile, a evalua adecvarea candidatilor, a
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conduct interviews, verify qualifications, and manage the
recruitment process.

Candidate Data is retained only for the duration of the
hiring process, unless local law allows longer retention with
explicit consent for future opportunities.
The legal basis are pre-contractual necessity and legitimate
interest.

5.11 Al Act Transparency Requirements

Where generative or assistive Al functionalities are offered,
Graitec provides clear information enabling users to
understand:

—the role of the Al system,

— its operational limitations,

—residual risks associated with its use,

—and the means of obtaining human oversight.

6. Duration of storage of your collected Personal

Data
Graitec retains Personal Data only for as long as necessary
to fulfil the purposes for which it was collected, including
to comply with legal, contractual, security, and operational
requirements.
Retention periods vary depending on the type of data and
the context in which it is processed. In general:

e Account and authentication data are retained for
the duration of the customer relationship and
deleted or anonymized after account closure,
unless a longer period is required by law (e.g.,
accounting, fraud-prevention retention).

e Operational and licensing data (service telemetry)
are retained for the period necessary to ensure
activation, security, incident investigation, and
auditability of the software. Aggregated or
anonymized telemetry may be kept longer for
statistical and product-improvement purposes.

e  Support and correspondence records are retained
for the time necessary to handle the request and for
internal audit and quality-control purposes.

e Invoicing, payment, and financial records are
retained for the mandatory legal period
applicable in the relevant jurisdiction.

e Marketing and communication data are retained
until you withdraw consent or object to processing.

e Data processed under legal obligations (e.g.,
security, fraud prevention) may be retained for
the duration required by applicable law.

After the relevant retention period has expired, the data is
deleted, anonymized, or archived securely in accordance
with Graitec’s data-retention policy. Where extended
retention is necessary for statistical analysis or product-

desfasura interviuri, a verifica calificarile si a gestiona procesul de
recrutare.

Datele despre candidati sunt pastrate doar pe durata procesului de
angajare, cu exceptia cazului in care legea locald permite o pastrare
mai lunga cu consimtamant explicit pentru oportunitati viitoare.

Baze legale sunt necesitatea precontractuala si interesul legitim.

5.11 Cerinte privind transparenta Legii IA

Atunci cand sunt oferite functionalitdti IA generative sau asistive,
Graitec ofera informatii clare care permit utilizatorilor sa inteleaga:
— rolul sistemului IA,

— limitarile sale operationale,

— riscuri reziduale asociate utilizarii sale,

— si mijloacele de a obtine supravegherea umana.

6. Durata stocarii Datelor dumneavoastra cu Caracter
Personal colectate

Graitec pastreaza Datele cu Caracter Personal doar atat timp cat
este necesar pentru a indeplini scopurile pentru care au fost
colectate, inclusiv pentru a respecta cerintele legale, contractuale,
de securitate si operationale.

Perioadele de retentie variaza in functie de tipul datelor si
contextul Tn care sunt prelucrate. in general:

e Datele de cont si autentificare sunt pastrate pe durata
relatiei cu clientul si sterse sau anonimizate dupa
inchiderea contului, cu exceptia cazului in care legea
impune o perioada mai lunga (de ex., contabilitate,
pastrare pentru prevenirea fraudei).

e Datele operationale si de licentiere (telemetria
serviciilor) sunt pastrate pentru perioada necesara pentru
a asigura activarea, securitatea, investigarea incidentelor
si auditabilitatea software-ului. Telemetrie agregata sau
anonimizata poate fi pastrata mai mult timp in scopuri
statistice si de imbunatatire a produsului.

e inregistrarile de suport si corespondentd sunt pastrate
pentru timpul necesar pentru gestionarea cererii, precum
si pentru audituri interne si controlul calitatii.

e inregistriri privind facturarea, platile si evidentele
financiare sunt pastrate pentru perioada legala
obligatorie aplicabild in jurisdictia relevanta.

e Datele de marketing si comunicare sunt pastrate pana
cand va retrageti consimtamantul sau formulati obiectiuni
la prelucrare.

e Datele prelucrate in baza obligatiilor legale (de ex.,
securitate, prevenirea fraudei) pot fi pastrate pe durata
impusa de legea aplicabila.

Dupa expirarea perioadei relevante de pastrare, datele sunt sterse,
anonimizate sau arhivate in siguranta, in conformitate cu politica
Graitec privind pdstrarea datelor. Atunci cadnd este necesara
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improvement purposes, Graitec first applies irreversible
anonymisation.

7. Use and collection of information:

platforms

Some Graitec websites or services may integrate features
provided by third-party partners (for example: training
platforms, payment processors, licensing services, cloud-
based services, or embedded service widgets). When you
interact with these partner features, the partners may collect
Personal Data in accordance with their own privacy policies.
Graitec only shares Personal Data with such partners when
necessary to provide the requested service, support your
account, process orders, or enable platform functionalities.
Each partner is responsible for informing you about the
Data they collect and for complying with applicable Data-
protection laws.

partner

8. Cookies
Graitec uses cookies and similar technologies to operate
the website, analyze site traffic, improve the performance
and security of our services, and provide a more
personalized user experience.
Essential cookies, required for the functioning of the
website, are placed automatically.
Non-essential cookies (analytics, personalization, and
advertising cookies) are used only with your consent
through our cookie-consent banner.
For details on the types of cookies we use, their purpose,
and how you can manage your choices, please refer to our
Cookie Policy.

9. Information about you provided to partner
companies

As part of our role as a reseller and integrator of third-party
software solutions (including but not limited to Autodesk
products), Graitec may share limited Personal Data with
these partners when necessary to process your order,
deliver your license, activate your subscription, or provide
customer support related to the purchased product.
Such partners act as independent Data controllers and
process your Personal Data in accordance with their own
privacy policies. For example, in the case of Autodesk
software, please refer to the Autodesk Privacy Statement.
Graitec only shares the minimum amount of Personal Data
required for the performance of the contract or for
customer-support purposes.

10. Transfer and storage of information
Your Personal Data is primarily stored and processed within
the European Union (“EU”).
However, some of our service providers (such as cloud
hosting, authentication, analytics, or support providers)

retentia extinsa pentru analiza statisticd sau Tmbunatatirea
produsului, Graitec aplica mai intai anonimizarea ireversibila.

7. Utilizarea si colectarea platforme

partenere

Unele site-uri sau servicii Graitec pot integra functionalitati oferite
de parteneri terti (de exemplu: platforme de instruire, procesatori
de plati, servicii de licentiere, servicii cloud sau widget-uri de
servicii integrate). Cand interactionati cu aceste functii ale
partenerilor, partenerii pot colecta Date cu Caracter Personal in
conformitate cu propriile politici de prelucrare a datelor.
Graitec partajeaza Date cu Caracter Personal cu astfel de parteneri
doar atunci cand este necesar pentru a oferi serviciul solicitat, a
asigura suportul contului, a procesa comenzi sau a activa
functionalitatile platformei. Fiecare partener este responsabil sd va
informeze despre Datele pe care le colecteaza si sa respecte legile
aplicabile privind protectia Datelor.

informatiilor:

8. Cookie-uri
Graitec foloseste cookie-uri si tehnologii similare pentru a opera
site-ul, a analiza traficul site-ului, a imbunatati performanta si
securitatea serviciilor noastre si pentru a oferi o experientd mai
personalizata utilizatorului.
Cookie-urile esentiale, necesare pentru functionarea site-ului, sunt
plasate automat.
Cookie-urile neesentiale (cookie-uri de analiza, personalizare si
publicitate) sunt folosite doar cu consimtamantul dumneavoastra
exprimat prin bannerul nostru de consimtamant pentru cookie-uri.
Pentru detalii despre tipurile de cookie-uri pe care le folosim,
scopul lor si modul in care va puteti gestiona alegerile, va rugam sa
consultati Politica noastra privind Cookie-urile.

9. Informatii despre dvs. furnizate companiilor partenere
Ca parte a rolului nostru de revanzator si integrator de solutii
software terte (inclusiv, dar fard a se limita la, produse Autodesk),
Graitec poate partaja Date Personale limitate cu acesti parteneri
atunci cand este necesar pentru a procesa comanda, livra licenta,
a activa abonamentul sau a oferi suport legat de produsul
achizitionat.
Acesti parteneri actioneaza ca operatori independenti ai Datelor si
prelucreaza Datele dumneavoastra cu Caracter Personal fin
conformitate cu propriile politici de prelucrare a datelor. De ex., in
cazul software-ului Autodesk, va rugam sa consultati Declaratia
Autodesk de prelucrare date.
Graitec transfera doar cantitatea minima de Date cu Caracter
Personal necesare pentru executarea contractului sau pentru
servicii de suport pentru clienti.

10. Transferul si stocarea informatiilor
Datele dumneavoastra cu Caracter Personal sunt stocate si
prelucrate in principal in cadrul Uniunii Europene ("UE"). Totusi,
unii dintre furnizorii nostri de servicii (cum ar fi gazduirea in cloud,
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may process Personal Data from locations outside the
EU/EEA.

Whenever such transfers occur, Graitec ensures that they
are carried out in compliance with GDPR requirements,
and only when appropriate safeguards are in place. These
safeguards may include:

e An adequacy decision issued by the European
Commission;

e The use of the European Commission’s Standard
Contractual Clauses (“SCCs”), combined with
supplementary measures where required; or

e Any other mechanism approved under GDPR to
ensure an equivalent level of protection.

11. Technical security of your personal information
Graitec is committed to protecting the Personal Data we
process from unauthorized access, alteration, disclosure,
or destruction.

To achieve this, we implement a combination of technical
and organizational security measures in accordance with
industry standards and GDPR requirements.

These security measures include, as appropriate:

e Secure authentication and access-control

mechanisms

e Encryption of data in transit and at rest (when

supported by the service)

e Network and infrastructure protection, including

firewalls, anti-malware, intrusion
detection/prevention systems
e System and software hardening, security

patching, and vulnerability management
e  Backup and business-continuity procedures
e Logging and monitoring of critical systems to
detect unusual or unauthorized activities
e Internal policies, training, and confidentiality
obligations for employees and processors
Graitec regularly reviews and updates its security measures
to reflect technological developments, emerging threats,
and regulatory requirements.
For components incorporating Al, Graitec implements
additional cybersecurity measures — including dataset
integrity verification, drift monitoring, model auditing, re-
identification safeguards and Al-specific risk assessments
— in line with the Al Act’s requirements for trustworthy Al.

12. Contacting us about our privacy policy and your
rights
The GDPR grants you several rights regarding the
processing of your Personal Data by Graitec. You may
exercise the following rights at any time:

autentificare, analize sau furnizori de suport) pot prelucra Date cu
Caracter Personal din locatii din afara UE/EEE.

Ori de cate ori astfel de transferuri au loc, Graitec se asigurd ca
acestea sunt efectuate in conformitate cu cerintele GDPR si numai
atunci cand exista garantii adecvate. Astfel de garantii pot include:

e O decizie de adecvare emisd de Comisia Europeana;

e Utilizarea Clauzelor Contractuale Standard ("SCC") ale
Comisiei Europene, combinate cu masuri suplimentare
acolo unde este necesar; sau

e Orice alt mecanism aprobat conform GDPR pentru a
asigura un nivel echivalent de protectie.

11. Securitatea tehnica a

personale
Graitec este dedicat protejarii Datelor cu Caracter Personal pe care
le prelucram impotriva accesului neautorizat, modificarii, divulgarii
sau distrugerii.
Pentru a realiza acest lucru, implementam o combinatie de masuri
tehnice si organizatorice de securitate, in conformitate cu
standardele industriei si cerintele GDPR.
Aceste masuri de securitate includ, dupa caz:

e Mecanisme de autentificare securizata si control al
accesului

e  Criptarea datelor in tranzit si in repaus (cand este suportat
de serviciu)

e Protectia retelei si infrastructurii, inclusiv firewall-uri,
anti-malware, sisteme de detectare/prevenire a
intruziunilor

e Consolidarea sistemului si a software-ului, patch-urile de
securitate si gestionarea vulnerabilitatilor

e  Proceduri de backup si continuitate a afacerii

o inregistrarea si monitorizarea sistemelor critice pentru a
detecta activitati neobisnuite sau neautorizate

e Politici interne, instruire si obligatii de confidentialitate
pentru angajati si imputerniciti

Graitec isi revizuieste si actualizeaza regulat masurile de securitate
pentru a reflecta evolutiile tehnologice, amenintarile emergente si
cerintele reglementare.

Pentru  componentele care incorporeaza IA, Graitec
implementeaza masuri suplimentare de securitate cibernetica —
inclusiv verificarea integritatii setului de date, monitorizarea drift-
urilor, auditarea modelelor, masuri de reidentificare si evaluari
specifice de risc IA — in conformitate cu cerintele Legii UE privind
IA privind inteligenta artificiala de incredere.

informatiilor dumneavoastra

12. Cum ne contactati in legatura cu politica noastra de
prelucrare a datelor si drepturile dumneavoastra
GDPR va acorda mai multe drepturi privind prelucrarea Datelor
dumneavoastra cu Caracter Personal de catre Graitec. Puteti
exercita urmatoarele drepturi in orice moment:
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e Right to information — to obtain clear and
transparent information about how Graitec
processes your Personal Data.

e Right of access —to request a copy of the Personal
Data that Graitec holds about you.

e Right to rectification — to ask Graitec to correct
inaccurate, incomplete, or outdated Personal
Data.

e Right to erasure (“right to be forgotten”) — to
request the deletion of your Personal Data, unless
Graitec is required to keep it for legitimate or legal
reasons.

e Right to object — to object, on grounds relating to
your particular situation, to the processing of your
Personal Data based on legitimate interests.

e Right to withdraw consent — when processing is
based on your consent, you may withdraw it at
any time.

e Right to restriction of processing —to request that
the processing of your Personal Data be limited
under certain circumstances.

e Right to Data portability — to receive your
Personal Data in a structured, commonly used
format and transmit it to another controller,
where technically feasible.

e Right not to be subject to a decision based solely
on automated processing — to refuse any fully
automated decision-making that produces legal
or significant effects on you and to request human
review.

e Right to define post-mortem directives — to
define instructions on the retention, deletion, or
communication of your Personal Data after your
death, in accordance with applicable laws.

How to exercise your rights
To exercise any of these rights, you may contact our Data
Protection Officer (DPO):
dpo@graitec.com
Graitec Innovation SAS
20, rue de Provence
75009 Paris, France
To help us process your request efficiently, please include:

e the specific right you wish to exercise,

e the type of processing concerned,

e any relevant information to identify your Data,

e and, if needed, proof of identity (in case of
reasonable doubt about your identity).

Right to lodge a complaint
If you believe that your rights are not respected, you may
lodge a complaint with your local data protection authority.

e Dreptul la informare — pentru a obtine informatii clare si
transparente despre modul in care Graitec prelucreaza
Datele dumneavoastra cu Caracter Personal.

e Drept de acces — pentru a solicita o copie a Datelor cu
Caracter Personal pe care Graitec le detine despre dvs.

e Dreptul la rectificare — dreptul de a cere Graitec sa
corecteze Date cu Caracter Personal inexacte, incomplete
sau Tnvechite.

o Dreptul la stergere ("dreptul de a fi uitat") — de a solicita
stergerea Datelor dumneavoastra cu Caracter Personal, cu
exceptia cazului in care Graitec este obligat sa le pastreze
din motive legitime sau legale.

o Dreptul de a va opune — de a va opune, pe motive legate
de situatia dvs. particulara, fata de prelucrarea Datelor
dumneavoastra cu Caracter Personal pe baza unor
interese legitime.

e Dreptul de retragere a consimtamantului — atunci cand
prelucrarea se bazeaza pe consimtamantul dvs., 1l puteti
retrage oricand.

e Dreptul la restrictionarea prelucrarii — de a solicita ca
prelucrarea Datelor dumneavoastra cu Caracter Personal
sa fie limitata in anumite circumstante.

e Dreptul la portabilitatea Datelor — sa primiti Datele
dumneavoastra cu Caracter Personal fintr-un format
structurat, utilizat in mod curent, si sa fie transmise unui
alt operator, acolo unde este tehnic fezabil.

e Dreptul de a nu fi supus unei decizii bazate exclusiv pe
prelucrare automata — de a refuza orice decizie complet
automatizata care produce efecte legale sau semnificative
asupra dumneavoastra si de a solicita interventie umana.

o Dreptul de a defini instructiunile post-mortem — de a
stabili instructiuni privind pastrarea, stergerea sau
comunicarea Datelor dumneavoastrd cu Caracter
Personal dupa deces, in conformitate cu legile aplicabile.

Cum sa va exercitati drepturile
Pentru a exercita oricare dintre aceste drepturi, puteti contacta
Responsabilul nostru pentru Protectia Datelor (DPO):
dpo@graitec.com
Graitec Innovation SAS
20, rue de Provence
75009 Paris, Franta
Pentru a ne ajuta sa procesam eficient cererea dumneavoastra, va
rugam sa includeti:

e dreptul specific pe care doriti sa-l exercitati,

e tipul de prelucrare in cauza,

e orice informatie relevanta pentru a va identifica Datele,

e i, dacad este necesar, dovada identitatii (in caz de indoiala
rezonabila cu privire la identitatea dvs.).

Dreptul de a depune o plangere
Dacd considerati ca drepturile dumneavoastra nu sunt respectate,
puteti depune o plangere la autoritatea locala de protectie a datelor.
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In Romania, the supervisory authority is the ANSPDCP:
https://dataprotection.ro/?page=Plangeri pagina principala

in Romania, autoritatea de supraveghere este ANSPDCP:
https://dataprotection.ro/?page=Plangeri pagina principala

Where Al functionalities are involved, users may
additionally obtain information regarding the general logic
underlying automated processes and the role they play in
the service delivered.

13. Al Act Compliance
Graitec ensures that all Al systems made available to users:

— fall within permitted categories under the Al Act;

— undergo internal conformity checks;

— comply with all requirements applicable to
limited-risk Al systems;

— do not process Personal Data for
purposes without explicit consent;

— do not generate automated decisions without
human review;

— are subject to documented risk-management,
monitoring and quality-control processes in
accordance with Articles 9, 12 and 52 of the Al
Act.

Graitec does not provide or deploy high-risk Al systems
without issuing a dedicated information notice and
supplying all mandatory documentation and safeguards.

training

14. Changes
Graitec may update this Privacy Policy from time to time to
reflect changes in our practices, legal requirements, or the
way our services operate.
The latest version of this Privacy Policy will always be
available on this page and will indicate the date it was last

updated.
Your continued use of our products and services after the
effective date of the changes constitutes

acknowledgement of the updated policy.

Atunci cand sunt implicate functionalitati IA, utilizatorii pot obtine
suplimentar informatii despre logica generald care sta la baza
proceselor automate si rolul pe care il joaca in serviciul livrat.

13. Conformitatea cu Legea UE privind IA
Graitec asigura ca toate sistemele |A puse la dispozitia utilizatorilor:

— se incadreaza in categoriile permise conform Legii UE
privind IA;

—  trec prin verificari interne de conformitate;

— respectd toate cerintele aplicabile sistemelor IA cu risc
limitat;

— nu prelucreaza Date cu Caracter Personal in scopuri de
training fara consimtamant explicit;

— nugenereaza decizii automate fara revizuire umana;

— sunt supuse proceselor documentate de gestionare a
riscurilor, monitorizare si control al calitdtii, fin
conformitate cu articolele 9, 12 si 52 din Legea UE privind
1A.

Graitec nu furnizeaza si nu implementeaza sisteme IA cu risc ridicat
fara a emite o notificare de informare dedicata si fara a furniza
toata documentatia obligatorie si masurile de siguranta.

14. Modificari

Graitec poate actualiza periodic aceasta Politica de prelucrare a
datelor pentru a reflecta schimbarile in practicile noastre, cerintele
legale sau modul in care functioneaza serviciile noastre.

Cea mai recenta versiune a acestei Politici de prelucrare a datelor
va fi intotdeauna disponibila pe aceasta pagina si va indica data la
care a fost actualizatd ultima data.

Utilizarea continua a produselor si serviciilor noastre dupa data de
intrare in vigoare a modificdrilor constituie o recunoastere a

politicii actualizate.
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