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GRAITEC PRIVACY POLICY

1. Graitec Privacy Statement

This Privacy Policy aims at providing you with information
on the way we use your Personal Data which is directly
collected or processed via our website www.graitec.com or
indirectly via other means throughout our commercial
relationship with you.

This Privacy Policy also applies to Personal Data processed
when you use Graitec software products, online services,
or cloud-connected features, unless a more specific notice
is provided.

Respecting your privacy is a paramount principle to us and
we commit to processing your Personal Data (“Personal
Data”) in strict compliance with the General Data
Protection Regulation 2016/679 (hereafter « GDPR ») and,
where applicable, the Regulation 2024/1689 Artificial
Intelligence Act (hereafter EU Al Act).

This policy is guided by the principles of the GDPR and we
undertake to ensure that:
e  You remain in control of your Personal Data
e Your Personal Data is processed in a transparent,
confidential and secure way.

When Graitec provides functionalities that incorporate
artificial intelligence components — including statistical
systems, recommendation engines, completion tools or
assistance features — Graitec ensures that such systems
are designed and operated in full compliance with the EU
Artificial Intelligence Act. These systems qualify as limited-
risk or non-sensitive Al functionalities and do not involve
any automated decision-making producing legal or
similarly significant effects.

Where applicable, Graitec provides appropriate
information explaining the role of Al in the service, its
limitations, residual risks, and the means of obtaining
human review.

2. Identity and Contact Details of the Data Controller
The Data Controller is Graitec Innovation SAS, whose
registered offices are 20, rue de Provence, Paris 75009,
France (hereinafter “Graitec”).

3. Personal Data Collection
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VYHLASENIE O OCHRANE OSOBNYCH UDAJOV SPOLOCNOSTI
GRAITEC

1. Vyhlasenie o ochrane osobnych udajov spolocnosti
Graitec

Zasady ochrany osobnych Udajov maju za ciel poskytndt vam
informacie o tom, ako pouzivame vasSe osobné udaje, ktoré su
priamo zhromazdované alebo spracovdvané prostrednictvom
naSej webovej strdnky www.graitec.com alebo nepriamo inymi
prostriedkami v rdmci ndsho obchodného vztahu s vami.
Zasady ochrany osobnych Udajov sa vztahuju aj na osobné Udaje
spracovavané pri pouzivani softvérovych produktov, online sluzieb
alebo funkcii pripojenych ku cloudu od spolo¢nosti Graitec, pokial
nie je poskytnuté konkrétnejsie oznamenie.

ResSpektovanie vasich prav tykajucich sa osobnych udajov je pre nds
zakladnou zasadou a zavazujeme sa spracovavat vase osobné Gdaje
(,,0sobné tdaje”) v prisnom sulade so vSeobecnym nariadenim o
ochrane udajov 2016/679 (dalej len ,GDPR“) a pripadne s
nariadenim 2024/1689 o umelej inteligencii (dalej len ,pravo EU o
umelej inteligencii” alebo ,,pravo o Al“).

Tieto zasady sa riadia zdsadami GDPR a zavazujeme sa zabezpedit,
aby:
e Svoje osobné Udaje mate stale pod kontrolou
e Svoje osobné udaje su spracovdvané transparentnym,
dovernym a bezpecnym spésobom.

Ked spolo¢nost Graitec ponuka funkcie, ktoré zahfriaju
komponenty umelej inteligencie — vratane Statistickych systémoy,
nastrojov na odporucania, nastrojov na dokoncovanie alebo
asistenénych funkcii — spolo¢nost Graitec zabezpecuje, aby boli
takéto systémy navrhnuté a prevadzkované v plnom sulade s
pravnymi predpismi EU o umelej inteligencii. Tieto systémy sa
kvalifikuju ako funkcie umelej inteligencie s obmedzenym rizikom
alebo necitlivé  funkcie a nezahffaju  automatizované
rozhodovanie, ktoré ma vyznamné pravne alebo podobné ucinky.

V pripade potreby spolo¢nost Graitec poskytuje prislusné
informacie vysvetlujuce ulohu umelej inteligencie v sluzbe, jej
obmedzenia, zostatkové rizikd a sposoby, a prostriedky na ziskanie
[udského posudenia.

2. TotoZnost a kontaktné udaje prevadzkovatela udajov
Prevadzkovatelom Gdajov je spolo¢nost Graitec Innovation SAS, so
sidlom na adrese 20, rue de Provence, Pariz 75009, Francuzsko
(dalej len ,,Graitec”)..

3. Zber osobnych udajov



http://www.graitec.com/

We collect Personal Data in the context of your interactions
with our websites, our software products, our cloud
services, and our commercial relationship with you.
Personal Data is any information that identifies you directly
or indirectly.

We may collect Personal Data in the following situations:

3.1. When you browse our websites or fill in online forms
This includes information you provide when you request to
be contacted, download a trial version, register for an
event, access documentation, subscribe to a newsletter, or
request information about our products or services.
Typical categories of data include:

e title, first name, surname

e email address and postal address

e company name, professional

activity
e telephone number
e any information voluntarily provided in a contact
form

Graitec collects only the data strictly necessary to process
your request and will not repurpose form-based data for
incompatible uses (such as marketing) without your
explicit consent.
Data is used to process your request, provide access to
downloads, send documentation, manage subscriptions,
or respond to enquiries.

role, sector of

3.2. When you create and use an account (e.g., Graitec
Advantage or cloud services)
To provide access to licensed software, subscription
services, downloads, cloud features, support portals, or
cloud services, we may collect:
e account identifiers (such as email address used
for AdvantagelD)
e authentication tokens generated by our identity
provider
e account profile information
e subscription and entitlement information
Passwords are managed exclusively by the Microsoft
authentication platform, using secure tokenization and
Single Sign-On where available.

3.3. When you activate and use Graitec desktop software
or cloud services
To deliver, protect, and maintain our products, we may
collect operational and technical data (“service
telemetry”), which is strictly necessary for:

e product activation and license validation

e secure authentication

e entitlement checks

e maintaining software integrity

Osobné udaje zhromazdujeme v kontexte vasich interakcii s naSimi
webovymi strankami, nasSimi softvérovymi produktmi, naSimi
cloudovymi sluzbami a nasim obchodnym vztahom s vami. Osobné
udaje su akékolvek informacie, ktoré vas priamo alebo nepriamo
identifikuju.

Osobné udaje mbézeme zhromazdovat v nasledujucich situaciach:

3.1. Ked' prehliadate nase webové stranky alebo vypliiate online
formulare
Obsahuje informacie, ktoré poskytnete, ked poZiadate o
kontaktovanie, stiahnutie skusobnej verzie, registraciu na
podujatie, pristup k dokumentdcii, prihlasenie sa na odber noviniek
alebo vyziadanie informacii o nasich produktoch alebo sluzbach.
Medzi typické kategdrie udajov patria:

e  titul, meno, priezvisko

e e-mailova adresa a poStova adresa

e nazov spolocnosti, odborna pozicia, odvetvie ¢innosti

o telefénne Cislo

o akékolvek informacie

kontaktnom formulari

Spoloénost Graitec zhromaZduje iba Udaje, ktoré su nevyhnutne
potrebné na spracovanie vasej Ziadosti, a bez vasho vyslovného
sthlasu nebude udaje z formularov opatovne pouzivat na
nekompatibilné ucely (napriklad na marketing).
Udaje sa pouZivaju na spracovanie vasej Ziadosti, poskytnutie
pristupu k suborom na stiahnutie, odosielanie dokumentacie,
spravu predplatného alebo odpovedanie na otazky.

dobrovolne  poskytnuté v

3.2.Ked' si vytvorite a pouZivate UGcet (napr. Graitec Advantage
alebo cloudové sluzby)
Na poskytovanie pristupu k licencovanému softvéru, predplatenym
sluzbdm, suborom na stiahnutie, cloudovym funkcidm, portdlom
podpory alebo cloudovym sluzbam mézeme zhromazdovat:
o identifikatory uctov (napriklad e-mailova
pouzivana pre AdvantagelD)
e autentifikacné tokeny generované nasim poskytovatelom
identity
e informacie o profile uctu
e informdcie o predplatnom a narokoch
Hesld spravuje vyhradne platforma overovania spolocnosti
Microsoft s vyuZitim zabezpecenej tokenizacie a jednotného
prihlasenia, kde je to mozné.

adresa

3.3. Ked' aktivujete a pouZivate desktopovy softvér alebo
cloudové sluzby Graitec
Na poskytovanie, ochranu a udrzbu nasSich produktov mézeme
zhromazdovat prevadzkové a technické ddaje (,servisnd
telemetria”), ktoré su nevyhnutne potrebné na:

e  aktivacia produktu a overenie licencie

e bezpecné overovanie

e  kontroly opravneni

e udrZiavanie integrity softvéru




e ensuring service reliability and performance
This may include:

e Device identifiers (e.g., hardware hash or system-
generated device ID)

e [P address (used for licensing validation, security
checks, service availability monitoring, and to
comply with applicable export-control and
sanctions regulations through basic geolocation)

e License activation and validation events

e Authentication and entitlement verification
signals

e Runtime integrity and diagnostic signals (e.g.,
crashes, corrupted files, tampering attempts)

e Connection and service-health information (e.g.,
connection status, latency, service availability)

e Anti-abuse and fraud-prevention signals (e.g.,
suspicious activation patterns, unauthorized
access attempts)

This data is essential to provide and secure our services and
is processed in accordance with GDPR.

Telemetry elements linked to the integrity, security or
operation of Al systems are never used for model training
or feature improvement unless they have first undergone
irreversible anonymisation.

3.4. When you opt in to optional diagnostics or feature-
improvement programs

With your consent or, where allowed under legitimate
interest, we may collect aggregated or anonymized
technical data to help us improve:

e  product stability and performance
e compatibility and configuration support
e user experience and workflow optimization

Non-essential diagnostics can be disabled in the product
settings where available.
Depending on your settings and product configuration, we
may collect Non-Essential Diagnostics and Feature-
Improvement Data (optional):

¢ Performance metrics: (e.g., startup time, command

execution time, memory/CPU usage patterns)
e Crash reports and exception details: (e.g., error

codes, stack traces, frequency of application
failures)

e Compatibility and configuration signals: (e.g.,
operating system version, hardware class,

GPU/driver identifiers, locale and regional settings)

e Usage analytics related to user experience: (e.g.,
anonymized feature usage frequency, workflow
sequences, interaction patterns)

e Zabezpecenie spolahlivosti a vykonu sluzby
Moze to zahfriat:

e Identifikatory zariadeni (napr. hardvérovy hash alebo
systémom generované ID zariadenia)

e |Padresa (pouZivana na overovanie licencii, bezpecnostné
kontroly, monitorovanie dostupnosti sluzieb a na
dodrziavanie platnych predpisov o kontrole exportu a
sankciach prostrednictvom zakladnej geolokacie)

e Udalosti aktivacie a overenia licencie

e Signaly overenia autentifikacie a opravneni

e Signdly integrity behu a diagnostické signdly (napr.
zlyhania, poskodené subory, pokusy o neopravneny
pristup)

o Informacie o stave pripojenia a sluzby (napr. stav
pripojenia, latencia, dostupnost sluzby)

e Signaly proti zneuzivaniu a podvodom (napr. podozrivé
vzorce aktivacie, pokusy o neopravneny pristup)

Tieto Udaje su nevyhnutné na poskytovanie a zabezpecéenie nasich
sluzieb a spracovavaju sa v sulade s GDPR.

Telemetrické prvky spojené s integritou, bezpetnostou alebo
prevadzkou systémov umelej inteligencie sa nikdy nepouzivaju na
trénovanie modelov ani na vylepSovanie funkcii, pokial predtym
nepresli nezvratnou anonymizaciou.

3.4. Ked sa prihlasite na odber volitelnych diagnostickych
programov alebo programov na vylepsenie funkcii

S vasim suhlasom alebo tam, kde to umoziiuje opravneny zaujem,
mbieme zhromaZdovat agregované alebo anonymizované
technické Udaje, ktoré nam pomozu zlepsit:

e stabilita a vykon produktu

e kompatibilita a podpora konfiguracie

e optimalizdcia pouZivatelskej skusenosti a pracovného

postupu

Nepodstatni diagnostiku je moziné zakdzat v nastaveniach
produktu, ak je to k dispozicii.
V zavislosti od vasich nastaveni a konfiguracie produktu mézeme
zhromazdovat nepodstatné diagnostické Udaje a Udaje o vylepseni
funkcii (volitefné):

o Vykonnostné metriky: (napr. ¢as spustenia, ¢as vykonavania
prikazov, pamat / Vzory vyuZitia CPU)

e Spravy o chybach a podrobnosti o vynimkach: (napr. chybové
kody, stopy vykondvania, frekvencia zlyhani aplikacie)

e Signaly kompatibility a konfiguracie: (napr. verzia
operatného systému, trieda hardvéru, identifikitory GPU/
identifikatory vodic¢ov, miestne a regionalne nastavenia)

e Analytika pouZivania slvisiaca s  pouZivatelskou
skasenostou: (napr. anonymizovand frekvencia pouZivania
funkcii, postupnost pracovnych postupov, vzorce interakcie)




e Environment and workload characteristics: (e.g.,
non-personal information about files or models,
such as file size, object counts, or operation type,
without collecting the file content itself)

e Aggregated diagnostics related to cloud service
interactions: (e.g., round-trip times, API availability,
anonymized operation success/failure counts)

e Optional feedback signals: (e.g., user-submitted
satisfaction ratings, survey responses)

3.5. When you opt in to Al-related data sharing features
(optional)

If you choose to enable optional features that contribute
to the development or improvement of Al-based
functionalities, we may process anonymized or
pseudonymized engineering or usage data, never
including personal or sensitive content. All data processed
to improve Al-based functionalities undergoes a systematic
assessment ensuring the absence of Personal Data or
project-identifying information.

Graitec implements robust anonymisation techniques and
commits never to attempt any form of re-identification.
Participation is voluntary and can be disabled at any time.
We may collect the following types of anonymized or
pseudonymized technical data, strictly limited to what is
necessary for the development and improvement of Al-
based functionalities:

1. Anonymized Engineering Pattern Data: the anonymized
or pseudonymized engineering Data we may collect for Al-
related feature improvement is strictly limited to low-level,
non-identifiable technical patterns, never including user-
generated documents, project geometry, drawings, or any
Customer-specific engineering content (structure-only, no
customer content).

o Object counts, entity types, and parametric relationships:
e.g., how many columns, which types of connections are
used, relative relationships but no shapes;

e Geometric complexity indicators: e.g., bounding-box
ranges, density, topology signatures, but never actual
coordinates or shapes;

e Generic structural or modelling operations: e.g.,
“beam created,” “wall edited,” “rebar placed,” or
other neutral commands, with no associated
geometry or uploaded user content;

¢ Non-identifiable feature-usage sequences: e.g.,
“command A-> command B-> command C)”
capturing workflow patterns, not data;

e Typical element selection or sizing patterns: e.g.,
frequently used steel section families or classes,
habitual profile choices, without any model
geometry;

e Charakteristiky prostredia a pracovnej zataze: (napr.
neosobné informdacie o suboroch alebo modeloch, ako je
velkost suboru, pocet objektov alebo typ operacie, bez
zhromazdovania samotného obsahu stboru)

e Agregovana diagnostika suvisiaca s interakciami cloudovych

sluZieb: (napr. c¢asy odosielania, dostupnost API,
anonymizované pocty Uspesnych/neulspesnych operacii)
o Volitelné signadly spdatnej vazby: (napr. hodnotenia

spokojnosti od pouzivatelov, odpovede z prieskumu)

3.5. Ked sa prihlasite na pouZivanie funkcii zdielania udajov
suvisiacich s umelou inteligenciou (volitelné)

Ak sa rozhodnete povolit volitelné funkcie, ktoré prispievaju k
vyvoju alebo vylepSeniu funkcii zaloZenych na umelej inteligencii,
mbZeme spracovavat anonymizované alebo pseudonymizované
technické alebo pouzivatel'ské udaje, nikdy vSak neobsahujice
osobny alebo citlivy obsah. VsSetky Udaje spracované na zlepsenie
funkcii  zalozenych na umelej inteligencii prechadzaju
systematickou kontrolou, ktord zabezpecuje absenciu osobnych
udajov alebo informacii, ktoré identifikuju projekt. Spolo¢nost
Graitec implementuje robustné techniky anonymizacie a zavazuje
sa, Ze sa nikdy nepokusi o Ziadnu formu opatovnej identifikacie.
Mozeme zhromazdovat nasledujice typy anonymizovanych alebo
pseudonymizovanych technickych udajov, prisne obmedzené na to,
¢o je nevyhnutné na vyvoj a vylepSovanie funkcii zaloZenych na
umelej inteligencii:

1. Anonymizované udaje o technickych vzoroch: Anonymizované
alebo pseudonymizované technické (daje, ktoré mozeme
zhromazdovat na Ucely vylepSenia funkcii stvisiacich s umelou
inteligenciou, suU prisne obmedzené na nizkolroviiové,
neidentifikovatelné technické vzory a nikdy nezahfnaja dokumenty
generované pouzivatelmi, geometriu projektu, vykresy ani Ziadny
technicky obsah Specificky pre zakaznika (iba Struktura, Ziadny
obsah zakaznika).

e Pocet objektov, typy entit a parametrické vztahy: napr. pocet
stipcov, aké typy pripojeni sa pouZivaju, relativne vztahy, ale
Ziadne tvary;

o Indikatory  geometrickej zloZitosti:  napr.  rozsahy
ohranicujucich ramcekov, hustota, topologické podpisy, ale
nikdy nie skutocné suradnice alebo tvary;

o Vseobecné konstrukéné alebo modelovacie operacie: napr.
,vytvoreny nosnik”, ,upravena stena“, ,umiestnena vystuz”
alebo iné neutralne prikazy bez priradenej geometrie alebo
nahraného pouzivatelského obsahu;

o Neidentifikovatelné sekvencie pouzivania funkcii: napr.
»prikaz A - prikaz B - prikaz C“, zachytdvajuce vzory
pracovného postupu, nie Udaje;

e Typické vzory vyberu alebo dimenzovania prvkov: napr.
Casto pouZivané rodiny alebo triedy ocelovych profilov,




¢ General model complexity metrics: e.g., aggregate
element counts, connection categories, topological
signatures, always ensuring that no full structural
design, project geometry, or Customer-sensitive
information is captured.

e Reinforcement arrangement characteristics: e.g.,
number of bars, spacing categories, common rebar
configurations, without project-specific dimensions;

All such engineering pattern data is processed in a manner
that prevents identification of a person, project, or
company, and is used exclusively to improve Al-based
functionalities developed and operated internally by
Graitec. Participation is optional and can be disabled at any
time.

2. Usage and Interaction Analytics
e anonymized interaction events (e.g., tools used,
menu selections, macro execution)
e workflow progression patterns (e.g., frequency of
repeated operations, number of iterations)
e anonymized timestamps or duration metrics (e.g.,
time to completion of a modeling step)
3. Performance and Computational Signals
e compute-time metrics for Al predictions (e.g.,
inference duration, error distribution)
e anonymized correlation metrics (e.g.,
suggestions accepted/rejected)
e technical model-input characteristics (e.g., model
size bucket, mesh density category)
4. System and Environment Metadata
(non-personal, technical parameters only)
e software version, component versions
e  operating system type
e hardware class and GPU type
e local and regional settings
5. Pseudonymized Identifiers (if strictly necessary)
e arandomly generated device or installation ID
e asession identifier
(We never collect names, emails, IP addresses,
AdvantagelD identifiers, or any direct or indirect Personal
Data for Al training.)

model

We do NOT collect for Al model improvement:
e engineering design content, geometry, drawings,
BIM/Revit models, rebar details, analytical models
e project files, user-generated documents, or
sensitive business information
e Personal Data, such as name, email, IP, device serial
number

obvyklé vybery profilov bez akejkolvek geometrie
modelu;

e V3eobecné metriky zloZitosti modelu: napr. agregované
pocty prvkov, kategérie pripojeni, topologické podpisy,
pricom sa vidy zabezpeci, aby sa nezachytil uGpiny
konstrukény navrh, geometria projektu ani informacie
citlivé na zakaznika.

o  Charakteristiky usporiadania vystuze: napr. pocet
prutov, kategdrie rozstupov, bezné konfiguracie vystuze,
bez projektovo Specifickych rozmerov;

Vsetky takéto udaje o technickych vzoroch sa spracovavaju
sposobom, ktory zabranuje identifikacii osoby, projektu alebo
spolocnosti, a pouzivaju sa vyluéne na zlepsenie funkcii zaloZzenych
na umelej inteligencii, ktoré vyvinula a prevadzkuje interne
spolo¢nost Graitec. Uast je dobrovolnd a moino ju kedykolvek
zakazat.

2. Analyza pouzivania a interakcii
e anonymizované udalosti interakcie (napr.
nastroje, vybery v ponukach, vykonanie makra)
e vzorce postupu pracovného postupu (napr. frekvencia
opakovanych operacii, pocet iteracii)
e anonymizované cCasové peciatky alebo metriky trvania
(napr. ¢as do dokoncenia kroku modelovania)
3. Vykon a vypoctové signaly
e metriky vypoctového casu pre predpovede Al (napr.
trvanie inferencie, rozloZenie chyb)
e anonymizované metriky
prijaté/zamietnuté navrhy modelov)
e technické charakteristiky vstupu modelu (napr. velkost
modelu, kategdria hustoty siete)
4. Metadata systému a prostredia
(neosobné, iba technické parametre)
e verzia softvéru, verzie komponentov
e typ operacného systému
e trieda hardvéru a typ grafického procesora
e |okalne a regiondlne nastavenia
5. Pseudonymizované identifikatory (ak je to nevyhnutne
potrebné)
e nahodne vygenerované ID zariadenia alebo instalacie
e identifikator relacie
(Na ucely skolenia umelej inteligencie nikdy nezhromaZdujeme
mend, e-maily, IP adresy, identifikatory Advantage ID ani Ziadne
priame ani nepriame osobné udaje.)
Nezbierame udaje na ucely vylepsenia
inteligencie:
e obsah inZinierskeho navrhu, geometria, vykresy, modely
BIM/Revit, detaily vystuze, analytické modely
e subory projektu, dokumenty vytvorené pouZivatelmi
alebo citlivé obchodné informacie

pouzité

korelacie (napr.

modelu umelej




e any customer confidential information

Graitec warrants compliance with the GDPR and the EU Al
Act. Graitec documents the technical and organisational
measures in place to ensure the quality, integrity and
representativeness of the data used in the development or
improvement of Al components, in accordance with
Articles 10 and 12 of the Al Act.

3.6. When you communicate with us
If you contact Graitec (support request, training
enrollment, commercial enquiry), we collect the
information you provide so we can respond, manage your
request, or provide the relevant service.
We may collect:
e ftitle, first name, surname
e email address and postal address
e company name, professional
activity
e telephone number
e any information voluntarily provided in a contact
form or any other communication form.
Support or commercial communications are stored only for
the period strictly necessary to handle the request, unless
a longer period is required by law.

role, sector of

4. Nature of the Personal Data collected
The types of Personal Data collected depend on your
interaction with Graitec (website, customer portals, software
products, cloud services, or support). They may include:

4.1 Identification Data

Information that allows us to identify or contact you, such
as your name, surname, business email address, postal
address (for invoicing), and telephone number.

4.2 Authentication and Account Access Data

Data required to create and secure your Graitec Advantage
account, including account identifiers (email),
authentication tokens, Single Sign-On identifiers, and logs
related to login attempts.

Passwords are managed exclusively by the Microsoft
authentication platform.

4.3 Financial and Transaction Data
Banking or payment information required for invoicing and

subscription management.

4.4 Website Browsing & Cookie Data

e Osobné udaje, ako napriklad meno, e-mail, IP adresa,
sériové Cislo zariadenia
o akékolvek doverné informacie o zakaznikoch

Spoloénost Graitec zaruuje sulad s GDPR a zdkonom EU o umelej
inteligencii. Spolo¢nost Graitec dokumentuje technické a
organizacné opatrenia zavedené na zabezpecenie kvality, integrity
a reprezentativnosti Udajov pouzitych pri vyvoji alebo vylepsovani
komponentov umelej inteligencie v sulade s ¢lankami 10 a 12
zdkona o umelej inteligencii.

3.6. Ked's nami komunikujete
Ak kontaktujete spolo¢nost Graitec (Ziadost o podporu, registracia
na Skolenie, obchodny dopyt), zhromazdujeme informacie, ktoré
nam poskytnete, aby sme vdm mohli odpovedat, spracovat vasu
Ziadost alebo poskytnut prislusni sluzbu.
Mozeme zhromazdovat:

e  titul, meno, priezvisko

e e-mailova adresa a postova adresa

e nazov spolocnosti, profesiondlna pozicia, odvetvie
¢innosti

o telefénne Cislo

o akékolvek informacie dobrovolne poskytnuté v

kontaktnom formuldri alebo v akomkolvek inom
komunika¢nom formulari.

Podporna alebo obchodna komunikacia sa uchovava iba po dobu

nevyhnutne potrebnd na vybavenie Ziadosti, pokial zdkon

nevyzaduje dlhSiu dobu.

4. Povaha zhromaZdovanych osobnych udajov
Typy zhromazdovanych osobnych Gdajov zavisia od vasej interakcie
so spolo¢nostou Graitec (webovd stranka, zakaznicke portaly,
softvérové produkty, cloudové sluzby alebo podpora). MozZu
zahfniat:
4.1 Identifika¢né udaje
Informacie, ktoré ndm umoznuji identifikovat vés alebo
kontaktovat vas, ako napriklad vase meno, priezvisko, firemna e-
mailova adresa, poStova adresa (na ucely fakturacie) a telefonne
Cislo.
4.2 Udaje o overovani a pristupe k Gctu
Udaje potrebné na vytvorenie a zabezpecenie vasho Gctu Graitec
Advantage vratane identifikatorov Uctu (e-mail), autentifikacnych
tokenov, identifikatorov jednotného prihlasenia a protokolov
suvisiacich s pokusmi o prihlasenie.
Hesla spravuje vyhradne platforma na overovanie od spoloc¢nosti
Microsoft.

4.3 Financné a transakcné udaje
Bankové alebo platobné informacie potrebné na fakturaciu a

spravu predplatného.

4.4 Prehliadanie webovych stranok a udaje o suboroch cookie




Usage information collected when you browse our
website, including cookies, analytics data, and interaction
logs, according to your cookie preferences.

4.5 Customer Relationship & Support Data

Correspondence, documentation requests, training registrations,
support tickets, customer feedback, and information necessary
to manage your relationship with Graitec.

4.6 Marketing & Prospecting Data
Data provided for surveys, product testing, marketing
communications, or promotional operations.

4.7 Data Collected from Third Parties
Personal Data that you have agreed to share with us from
social networks or other publicly available sources.

4.8 Operational, Licensing & Security Data (“Service
Telemetry”) — Software/Cloud
Graitec processes certain operational, licensing, and
security-related data that is strictly necessary to activate,
operate, protect, and maintain the Graitec Solutions. This
includes d used for license validation, access control,
entitlement checks, product integrity, and core service
operation.
This may include:

e license activation and validation signals

e entitlement checks and subscription status

e runtime integrity and anti-abuse signals

e machine identifiers and IP region used for license

protection

e connection and service-health information

e security logs

e authentication metadata
This processing is performed under contract performance
for activation, access control, entitlement checks, product
integrity, and service operation, and in support of security
obligations (Art. 32 GDPR).
This processing is essential for the protection and proper
functioning of the Graitec Solutions and cannot be disabled
by the user. This data does not allow Graitec to track user
behaviour for purposes other than security, compliance, or
service integrity.

4.9 Fraud Prevention & License Misuse Detection
Graitec processes data required to detect piracy, license
misuse, or unauthorized use of the software. This includes
telemetry used to identify anomalous usage patterns and
protect Graitec’s intellectual property.
This may include:

e machine identifiers

e [P region information

Informacie o pouZivani zhromazdované pri prehliadani nasej
webovej stranky vratane suborov cookie, analytickych udajov a
protokolov interakcie podla vasSich preferencii tykajucich sa
suborov cookie.

4.5 Udaje o vztahoch so zakaznikmi a podpore

KoreSpondencia, Ziadosti o dokumentaciu, registracie na skolenia,
tikety podpory, spatna vazba od zakaznikov a informacie potrebné
na spravu vasho vztahu so spolo¢nostou Graitec.

4.6 Marketingové a vyhladavacie udaje
Udaje poskytované na ucely prieskumov, testovania produktov,
marketingovej komunikacie alebo propagacnych akcii.

4.7 Udaje zhromazdené od tretich stran
Osobné udaje, s ktorymi ste suhlasili, Ze ndm ich poskytnete zo
socidlnych sieti alebo inych verejne dostupnych zdrojov.

4.8 Prevadzkové, licencné a bezpecnostné udaje (,telemetria
sluZieb”) — softvér/cloud

Spolo¢nost Graitec spracovava urcité prevadzkové, licencné a
bezpecnostné Udaje, ktoré su nevyhnutne potrebné na aktivaciu,
prevadzku, ochranu a udrzbu rieSeni Graitec. Patria sem Udaje
pouzivané na overovanie licencii, kontrolu pristupu, kontroly
opravneni, integritu produktu a prevadzku zakladnych sluZieb.

MoZe to zahfriat:

e signaly aktivacie a overenia licencie

e  kontroly opravneni a stav predplatného

e signaly integrity behu a ochrany pred zneuzitim

e identifikatory pocitacov a oblast IP pouzivané na ochranu

licencie

e informdcie o pripojeni a stave sluzby

e  bezpecnostné protokoly

e metadata overenia
Toto spracovanie sa vykondva v ramci plnenia zmluvy na ucely
aktivacie, kontroly pristupu, kontroly opravneni, integrity produktu
a prevadzky sluzieb a na podporu bezpecnostnych povinnosti
(¢lanok 32 GDPR).
Toto spracovanie je nevyhnutné pre ochranu a spravne fungovanie
rieSeni Graitec a pouzivatel ho nemdZe zakdzat. Tieto Udaje
neumoziuju spolocnosti Graitec sledovat spravanie pouzivatelov
na iné ucely ako na ucely bezpecnosti, dodrziavania predpisov
alebo integrity sluZieb.

4.9 Prevencia podvodov a odhalovanie zneuzitia licencii
Spoloénost Graitec spracovava Udaje potrebné na odhalovanie
piratstva, zneuzitia licencie alebo neopravneného pouzivania
softvéru. Patria sem telemetria pouzivand na identifikaciu
anomalnych vzorcov pouzivania a ochranu dusevného vlastnictva
spoloc¢nosti Graitec.
Moze to zahfriat:

e identifikatory pocitacov




e license validation logs
e anti-abuse and misuse-detection indicators
Graitec remains the Data Controller for this processing.

4.10 Functional Performance & Quality Data
Technical diagnostics used to maintain and improve the
stability, compatibility, and performance of the Graitec
Solutions, including:

e crash reports and exception logs

e performance metrics (startup time, resource

usage)
e configuration and environment data (OS version,
hardware class)

e APl reliability and connection metrics
4.11 Product Usage & Experience Data (optional
analytics)
Aggregated usage information (feature usage counts,
workflow patterns) used to improve UX and product
design.
Non-essential analytics may be disabled via settings or
tenant configuration.
4.12 Al Model Development (optional, opt-in only)
If you choose to enable Al data-sharing features, Graitec
may process anonymized engineering or usage data solely
to improve Al-based functionalities.
No personal Data, customer design files, or identifiable
information is used without explicit consent.
Collection is compliant with the EU Al Act.

4.13 Inferred Data (Al & Analytics)

Some data may be generated through automated analysis
of your interactions (e.g., usage statistics). Such inferred
Data is never used for individual decision-making.

5. Purposes and legal basis of the collection of your
Personal Data
Data for

Graitec processes Personal

purposes:

the following

5.1 Contract Performance and Service Provision
To provide, activate, and operate the Graitec Solutions,
including:
e account creation and authentication
e license activation, validation, and subscription
management
e delivery of software downloads, cloud services,
and updates

e informdcie o IP oblasti

e protokoly overovania licencii

e indikatory proti zneuzitiu a detekcie nespravneho pouzitia
Spolo¢nost Graitec zostava prevddzkovatelom udajov pre toto
spracovanie.
4.10 Udaje o funkénom vykone a kvalite
Technickd diagnostika pouZivand na udrZiavanie a zlepSovanie
stability, kompatibility a vykonu rieSeni Graitec vratane:

e hlasenia o zlyhani a protokoly vynimiek

e metriky vykonu (Cas spustenia, vyuZzitie zdrojov)

e Udaje o konfigurdcii a prostredi (verzia operacného

systému, trieda hardvéru)
e metriky spolahlivosti rozhrania API a pripojenia

4.11 Udaje o pouiivani produktu a skidsenostiach (volitelna
analytika)

Agregované informacie o pouZivani (poCty pouZivania funkcii, vzory
pracovnych postupov) pouZivané na zlepSenie pouZivatelske]
skusenosti a dizajnu produktu.

Nepodstatné analytické Udaje je moZné zakazat prostrednictvom
nastaveni alebo konfiguracie ndjomnika

4.12 Vyvoj modelu (volitelné, iba na zaklade suhlasu)

Ak sa rozhodnete povolit funkcie zdielania Udajov s umelou
inteligenciou, spoloénost Graitec moze spracovavat
anonymizované technické udaje alebo Udaje o pouzivani vylucne
na zlep3enie funkcii zaloZzenych na umelej inteligencii.

Bez vyslovného suhlasu sa nepouzivaju Ziadne osobné udaje,
stbory s ndvrhmi zakaznikov ani identifikovatelné informacie.
Zbierka je v stlade s pravnymi predpismi EU o umelej inteligencii.

4.13 Odvodené data (Al a analytika)

Niektoré Gddaje mozu byt generované prostrednictvom
automatizovanej analyzy vasich interakcii (napr. Statistiky
pouzivania). Takéto odvodené udaje sa nikdy nepouZivaju na
individualne rozhodovanie.

5. Uéely a pravny zdklad zhromaidovania vasich osobnych
udajov

Spolo¢nost Graitec spracovava osobné Gdaje na nasledujice Gcely:

5.1 Plnenie zmluvy a poskytovanie sluzieb
Poskytovat, aktivovat a prevadzkovat riesenia spolo¢nosti Graitec
vratane:

e vytvorenie a overenie Uctu

e  aktivacia, overenie a sprava licencii

e dorucovanie stahovaného softvéru, cloudovych sluZieb a
aktualizacii

e zdkaznicka podpora,
upozornenia

rieSenie problémov a servisné




e customer support, troubleshooting, and service
notifications
The legal basis of such collection is contract performance.

5.2 Operational, Licensing, and Security Protection
To ensure the proper functioning, security, and integrity of
our software and cloud services, including:

e  operational and service telemetry strictly necessary
for activation, access control, performance, and
reliability,. ~ Where possible data minimization
principles are applied to the telemetry through the
usage of pseudonymization or hashing of the
telemetry identifiers.

e detection and prevention of software fraud,
piracy, unauthorized access, or abuse

e monitoring of service availability, connection
health, and runtime integrity

The legal basis of such collection are contract performance
and legitimate interest.

The legal basis for the collection of personal Data for
activation, access control, entitlement checks, product
integrity, and service operation, are the contract
performance and the legitimate interest. This processing
is essential for the protection and proper functioning of the
Graitec Solutions and cannot be disabled by the user.
Regarding the prevention of software fraud, Graitec’s
specific legitimate Interest is preventing unauthorized use,
detecting piracy, and ensuring the security of networks and
information systems, in accordance with Recital 49 GDPR.

5.3 Product Quality, Diagnostics, and Improvement
To maintain and improve stability, efficiency, compatibility,
and quality of the Graitec Solutions, including:
e crash reports, diagnostic logs, and performance
measurements
e aggregated usage analytics to understand product
behavior
e configuration and compatibility analysis
e where applicable, users may disable non-essential
diagnostics.
The legal basis of such collection is legitimate interest.

5.4 Customer Relationship and Communication
To manage the relationship with customers and prospects,
including:

e responses to requests for information

e registration and participation in

webinars, or events

e subscription management and service updates

e sending transactional or administrative messages
The legal basis for such collection is performance of the
contract or legitimate interest.

training,

Pravnym zédkladom takéhoto zberu je plnenie zmluvy.

5.2 Prevadzkova, licencna a bezpecnostna ochrana
Aby sme zabezpecili spravne fungovanie, bezpecnost a integritu
nasho softvéru a cloudovych sluzieb vratane:
e prevadzkova a servisnd telemetria nevyhnutne potrebna
na aktivaciu, riadenie pristupu, vykon a spolahlivost.
Vsade, kde je to moZné, sa na telemetriu uplatiuju

principy minimalizacie udajov prostrednictvom
pseudonymizacie alebo hasSovania telemetrickych
identifikatorov.

e detekcia a prevencia softvérovych podvodov, piratstva,
neopravneného pristupu alebo zneuZitia
e monitorovanie dostupnosti sluZieb, stavu pripojenia a
integrity behu
Pravnym zdkladom takéhoto zhromazdovania je plnenie zmluvy a
opravneny zaujem.
Pravnym zdkladom pre zhromazdovanie osobnych Udajov na Ucely
aktivacie, kontroly pristupu, kontroly opravneni, integrity produktu
a prevadzkovania sluZieb je plnenie zmluvy a opravneny zaujem.
Toto spracovanie je nevyhnutné pre ochranu a riadne fungovanie
rieSeni Graitec a pouzivatel ho neméze zakazat.
Pokial ide o prevenciu softvérovych podvodov, Specifickym
opravnenym zaujmom spolocnosti Graitec je predchadzanie
neopravnenému pouzitiu, odhalovanie piratstva a zaistenie
bezpecnosti sieti a informacnych systémov v sulade s odévodnenim
49 GDPR.

5.3 Kvalita produktov, diagnostika a zlepSovanie
Na udrzanie a zlepSenie stability, efektivnosti, kompatibility a
kvality rieSeni Graitec vratane:

e spravy o zlyhani, diagnostické protokoly a merania vykonu

e agregované analyzy pouZivania na pochopenie spravania

produktu
e analyza konfiguracie a kompatibility
e v pripade potreby méZu pouZivatelia vypnut nepodstatnu
diagnostiku

Pravnym zakladom takéhoto zhromaZdovania je opravneny
zaujem.

5.4 Vztahy so zdkaznikmi a komunikacia
Riadit vztahy so zakaznikmi a potencidlnymi zdkaznikmi vratane:

e odpovede na Ziadosti o informacie

e registracia a ucast na Skoleniach, webindroch alebo

podujatiach

e sprava predplatného a aktualizacie sluzieb

e odosielanie transakénych alebo administrativnych sprav
The legal basis for such collection is performance of the contract or
legitimate interest




5.5 Marketing and Prospection

To send newsletters, product information, promotional
offers, and targeted communications.
The legal basis is Consent or Legitimate Interest, where
permitted. Users may unsubscribe at any time.

5.6 Financial, Administrative, and Legal Obligations

For billing, invoicing, accounting, dispute management,
and compliance with applicable legal obligations.

The legal basis is Contract performance and Legal
Obligation.

5.7 Al Model Development (Optional)

If the user opts in, anonymized or non-identifying data may
be used to develop or improve Al-based functionalities
embedded in Graitec products. No Personal Data,
customer design files, or other user-generated content is
used without explicit consent. Participation is voluntary
and can be disabled at any time.

The legal basis are legitimate interest and consent.

Graitec ensures compliance with the EU Al Act and does
not share such data with third parties.

5.8 Data Subject Rights Management (DSR Handling)

To register, review, verify, and answer Data Subject Rights
requests (access, rectification, erasure, restriction,
objection, portability). Processing is strictly limited to what
is necessary to confirm the requester’s identity, locate the
relevant Data, and provide a compliant response within the
statutory timelines.

The legal basis is compliance with a legal obligation.

5.9 Whistleblowing System Management
To operate an internal reporting channel allowing
employees and third parties to report suspected
misconduct, ethical breaches, or compliance violations,
and to investigate such reports confidentially. Reports may
also be submitted anonymously where permitted by local
law. Only information strictly necessary for assessing and
following up the report is processed, with confidentiality
safeguards applied to the identity of the whistleblower
(including when the whistleblower chooses to remain
anonymous) and implicated persons.

The legal basis are compliance with a legal obligation and
public interest where applicable under EU Directive
2019/1937.

5.10 Recruitment and Candidate Management
To review applications, assess candidate suitability,
conduct interviews, verify qualifications, and manage the
recruitment process.

Candidate Data is retained only for the duration of the
hiring process, unless local law allows longer retention with
explicit consent for future opportunities.

5.5 Marketing a vyhladavanie potencidlnych zakaznikov

Na zasielanie newsletterov, informdcii o produktoch, propaga¢nych
ponuk a cielenej komunikacie.

Pravnym zakladom je suhlas alebo opravneny zaujem, ak je to
povolené. PouZivatelia sa mozu kedykolvek odhlasit.

5.6 Financné, administrativne a pravne zavazky

Na ucely fakturacie, vystavovania faktur, Uctovnictva, rieSenia
sporov a dodrziavania platnych pravnych zavazkov.

Pravnym zékladom je plnenie zmluvy a pravne zavazky.

5.7 Vyvoj modelu umelej inteligencie (volitelné)

Ak sa pouzivatel prihlasi, anonymizované alebo neidentifikovatelné
Udaje modzZu byt pouZité na vyvoj alebo vylepsenie funkcii
zalozenych na umelej inteligencii, ktoré su sucastou produktov
Graitec. Bez vyslovného suhlasu sa nepouzivaju Ziadne osobné
Udaje, subory s navrhmi zdkaznikov ani iny obsah vytvoreny
pouzivatelmi. Uéast je dobrovolnad a mozno ju kedykolvek zakazat.
Pravnym zékladom su opravneny zaujem a suhlas.

Spoloénost Graitec zabezpecuje stlad so zékonom EU o umelej
inteligencii a nezdiela tieto Udaje s tretimi stranami.

5.8 Sprava prav dotknutych os6b (spracovanie DSR)

Na registraciu, kontrolu, overovanie a odpovedanie na Ziadosti o
prava dotknutych oséb (pristup, oprava, vymazanie, obmedzenie,
namietka, prenosnost). Spracovanie je prisne obmedzené na to, ¢o
je nevyhnutné na potvrdenie totoZnosti Ziadatela, lokalizaciu
relevantnych Udajov a poskytnutie odpovede v sulade so
zdkonnymi lehotami.
Pravnym  zdkladom je splnenie zdkonnej povinnosti.
5.9 Sprava systému oznamovania protispolocenskej cinnosti
Prevadzkovat interny kandl nahlasovania, ktory umozniuje
zamestnancom a tretim strandm nahlasovat podozrenia z
porusenia etiky alebo porusenia predpisov a doéverne vysetrovat
takéto hldsenia. Hlasenia moZno podavat aj anonymne, ak to
povoluju miestne zakony. Spracuvaju sa iba informdcie, ktoré su
nevyhnutne potrebné na posudenie a nasledné kroky na zaklade
hldsenia, pricom sa uplatiuju zaruky dovernosti tykajuce sa
totoznosti oznamovatela (vratane pripadov, ked sa oznamovatel
rozhodne zostat v anonymite) a zic¢astnenych osdb.

Pravnym zékladom je dodrZiavanie zakonnej povinnosti a verejny
zaujem, ak je to relevantné podla smernice EU 2019/1937.

5.10 Nabor a riadenie kandidatov
Preskumat Ziadosti, posudit vhodnost kandidatov, viest pohovory,
overit kvalifikaciu a riadit proces naboru.

Udaje o kandidétoch sa uchovavaju iba pocas trvania naborového
procesu, pokial miestne zakony neumoziuju dlhsie uchovavanie s
vyslovnym suhlasom pre buddce prilezitosti.
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The legal basis are pre-contractual necessity and legitimate
interest.

5.11 Al Act Transparency Requirements

Where generative or assistive Al functionalities are offered,
Graitec provides clear information enabling users to
understand:

—the role of the Al system,

— its operational limitations,

— residual risks associated with its use,

—and the means of obtaining human oversight.

6. Duration of storage of your collected Personal
Data

Graitec retains Personal Data only for as long as necessary

to fulfil the purposes for which it was collected, including

to comply with legal, contractual, security, and operational
requirements.

Retention periods vary depending on the type of data and

the context in which it is processed. In general:

e Account and authentication data are retained for the
duration of the customer relationship and deleted or
anonymized after account closure, unless a longer
period is required by law (e.g., accounting, fraud-
prevention retention).

e  Operational and licensing data (service telemetry) are
retained for the period necessary to ensure activation,
security, incident investigation, and auditability of the
software. Aggregated or anonymized telemetry may be
kept longer for statistical and product-improvement
purposes.

e Support and correspondence records are retained for
the time necessary to handle the request and for
internal audit and quality-control purposes.

e Invoicing, payment, and financial records are
retained for the mandatory legal period applicable in
the relevant jurisdiction.

e Marketing and communication data are retained until
you withdraw consent or object to processing.

e Data processed under legal obligations (e.g.,
security, fraud prevention) may be retained for the
duration required by applicable law.

After the relevant retention period has expired, the data is
deleted, anonymized, or archived securely in accordance
with Graitec’s data-retention policy. Where extended
retention is necessary for statistical analysis or product-
improvement purposes, Graitec first applies irreversible
anonymisation.

Pravnym zdkladom je predzmluvna nevyhnutnost a opravneny
zaujem.

5.11 Poziadavky na transparentnost zakona o umelej inteligencii
V pripade, Ze su ponukané generativne alebo asistencné funkcie
umelej inteligencie, spolo¢nost Graitec poskytuje jasné informacie,
ktoré pouzivatelom umoznuju pochopit:

— Uloha systému umelej inteligencie,

— jeho prevadzkové obmedzenia,

— zvyskové rizika spojené s jeho pouzivanim,

— a prostriedky na dosiahnutie ludského dohladu.

6. Doba uchovavania vasich zhromaidenych osobnych
udajov

Spolo¢nost Graitec uchovava osobné Udaje len tak dlho, ako je
potrebné na splnenie Ucelov, na ktoré boli zhromazdené, vratane
dodrziavania  zakonnych, zmluvnych, bezpecnostnych a
prevadzkovych poZiadaviek.

Doby uchovdvania sa liSia v zavislosti od typu Udajov a kontextu, v
ktorom sa spracovavaju. Vo vSeobecnosti:

e Udaje o ucte a overovacie tdaje sa uchovavaju pocas
trvania vztahu so zakaznikom a po uzavreti U¢tu sa vymazu
alebo anonymizuji, pokial zdkon nevyzaduje dlhSie
obdobie (napr. Gctovnictvo, uchovavanie Udajov na ucely
predchadzania podvodom).

e Prevadzkové a licencné udaje (telemetria sluzieb) sa
uchovavaju pocas obdobia potrebného na zabezpecenie
aktivacie, zabezpeclenia, vySetrovania incidentov a
auditovatelnosti softvéru. Agregovana alebo anonymizovana
telemetria sa moze uchovévat dlhsie na Statistické Ucely a
Ucely zlepSovania produktu.

e Zaznamy o podpore a koreSpondencii sa uchovavaju pocas
doby potrebnej na vybavenie Ziadosti a na Ucely interného
auditu a kontroly kvality.

e  Fakturacné, platobné a finanéné zaznamy sa uchovavaju
pocas povinnej zakonnej doby platnej v prislusnej
jurisdikcii.

e Marketingové a komunikacné udaje sa uchovavaju, kym
neodvolate suhlas alebo nenamietate proti spracovaniu

e Udaje spracované na zaklade zakonnych povinnosti
(napr. bezpeénost, predchadzanie podvodom) sa mézu
uchovavat pocas obdobia pozadovaného platnymi
pravnymi predpismi.

Po uplynuti prislusnej doby uchovavania sa Udaje vymazu,
anonymizuju alebo bezpecne archivuji v sulade so zasadami
uchovévania Udajov spolotnosti Graitec. Ak je predizené
uchovdvanie potrebné na ucely Statistickej analyzy alebo
vylep3enia produktu, spolo¢nost Graitec najprv pouZije nezvratnu
anonymizaciu.

11




7. Use and collection of information:
platforms

Some Graitec websites or services may integrate features

provided by third-party partners (for example: training

platforms, payment processors, licensing services, cloud-

based services, or embedded service widgets). When you

interact with these partner features, the partners may collect

Personal Data in accordance with their own privacy policies.

partner

Graitec only shares Personal Data with such partners when
necessary to provide the requested service, support your
account, process orders, or enable platform functionalities.
Each partner is responsible for informing you about the
Data they collect and for complying with applicable Data-
protection laws.

8. Cookies
Graitec uses cookies and similar technologies to operate
the website, analyze site traffic, improve the performance
and security of our services, and provide a more
personalized user experience.
Essential cookies, required for the functioning of the
website, are placed automatically.
Non-essential cookies (analytics, personalization, and
advertising cookies) are used only with your consent
through our cookie-consent banner.
For details on the types of cookies we use, their purpose,
and how you can manage your choices, please refer to our
Cookie Policy.

9. Information about you provided to partner
companies

As part of our role as a reseller and integrator of third-party
software solutions (including but not limited to Autodesk
products), Graitec may share limited Personal Data with
these partners when necessary to process your order,
deliver your license, activate your subscription, or provide
customer support related to the purchased product.
Such partners act as independent Data controllers and
process your Personal Data in accordance with their own
privacy policies. For example, in the case of Autodesk
software, please refer to the Autodesk Privacy Statement.
Graitec only shares the minimum amount of Personal Data
required for the performance of the contract or for
customer-support purposes.

10. Transfer and storage of information
Your Personal Data is primarily stored and processed within
the European Union (“EU™).
However, some of our service providers (such as cloud
hosting, authentication, analytics, or support providers)

7. Pouzivanie a zhromaidovanie informacii: partnerské
platformy

Niektoré webové stranky alebo sluzby spolo¢nosti Graitec mozu
integrovat funkcie poskytované partnermi tretich stran (napriklad:
Skoliace platformy, spracovatelia platieb, licencné sluzby, cloudové
sluzby alebo vstavané widgety sluzieb). Ked' interagujete s tymito
partnerskymi funkciami, partneri mézu zhromazdovat osobné
Udaje v sulade so svojimi vlastnymi zasadami ochrany osobnych
udajow.
Spolocénost Graitec zdiela osobné Udaje s takymito partnermiiba v
pripade, Ze je to potrebné na poskytnutie pozadovanej sluzby,
podporu vasho uctu, spracovanie objedndvok alebo aktivaciu
funkcii platformy. Kazdy partner je zodpovedny za informovanie vas
o Udajoch, ktoré zhromazduje, a za dodrziavanie platnych zakonov
o ochrane udajow.

8. Subory cookie
Spoloénost Graitec pouZiva sibory cookie a podobné technoldgie
na prevadzku webovej stranky, analyzu navStevnosti stranok,
zlepsenie vykonu a zabezpecenia nasich sluZieb a poskytovanie
personalizovanejsieho pouZzivatelského zazitku.
Zakladné subory cookie, potrebné pre fungovanie webovej stranky,
sa umiestiuju automaticky.
Nepodstatné subory cookie (analytické, personalizacné a reklamné
subory cookie) sa pouZivaju iba s vasim stihlasom prostrednictvom
nasho bannera so suhlasom so subormi cookie.
Podrobnosti o typoch suborov cookie, ktoré pouzivame, ich ucele
a o tom, ako mbzete spravovat svoje moznosti, ndjdete v nasich
Zasadach pouZivania stiborov cookie.

9. Informacie o vas

spolo¢nostiam

V ramci nasej ulohy predajcu a integratora softvérovych rieseni
tretich stran (vratane, ale nie vylucne, produktov spolocnosti
Autodesk) moze spolocénost Graitec zdielat obmedzené osobné
udaje s tymito partnermi, ak je to potrebné na spracovanie vasej
objedndvky, dorucenie vasej licencie, aktivaciu vasho predplatného
alebo poskytnutie zdkaznickej podpory suvisiacej so zaklipenym
produktom.
Takito partneri konaju ako nezavisli spravcovia udajov a spracuvaju
vase osobné udaje v sulade so svojimi vlastnymi zasadami ochrany
osobnych Gdajov. Napriklad v pripade softvéru spoloc¢nosti
Autodesk si precitajte Vyhlasenie o ochrane osobnych ldajov
spoloc¢nosti Autodesk.
Spolo¢nost Graitec zdiela iba minimalne mnoZstvo osobnych
udajov potrebné na plnenie zmluvy alebo na ucely zakaznickej
podpory.

poskytnuté partnerskym

10. Prenos a uchovavanie informacii
Vase osobné Udaje su uchovavané a vase osobné udaje su
spracované predovietkym v Eurépskej tnii (,EU*).
Niektori z naSich poskytovatefov sluZieb (ako napriklad
poskytovatelia cloudového hostingu, autentifikacie, analytiky
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may process Personal Data from locations outside the
EU/EEA.

Whenever such transfers occur, Graitec ensures that they
are carried out in compliance with GDPR requirements,
and only when appropriate safeguards are in place. These
safeguards may include:

e An adequacy decision issued by the European
Commission;

e The use of the European Commission’s Standard
Contractual Clauses (“SCCs”), combined with
supplementary measures where required; or

e Any other mechanism approved under GDPR to
ensure an equivalent level of protection.

11. Technical security of your personal information
Graitec is committed to protecting the Personal Data we
process from unauthorized access, alteration, disclosure,
or destruction.

To achieve this, we implement a combination of technical
and organizational security measures in accordance with
industry standards and GDPR requirements.

These security measures include, as appropriate:

e Secure authentication and access-control

mechanisms

e Encryption of data in transit and at rest (when

supported by the service)

e Network and infrastructure protection, including

firewalls, anti-malware, intrusion
detection/prevention systems
e System and software hardening, security

patching, and vulnerability management
e  Backup and business-continuity procedures
e Logging and monitoring of critical systems to
detect unusual or unauthorized activities
e Internal policies, training, and confidentiality
obligations for employees and processors
Graitec regularly reviews and updates its security measures
to reflect technological developments, emerging threats,
and regulatory requirements.
For components incorporating Al, Graitec implements
additional cybersecurity measures — including dataset
integrity verification, drift monitoring, model auditing, re-
identification safeguards and Al-specific risk assessments
— in line with the Al Act’s requirements for trustworthy Al.

12. Contacting us about our privacy policy and your
rights
The GDPR grants you several rights regarding the
processing of your Personal Data by Graitec. You may
exercise the following rights at any time:

alebo podpory) vSsak m6zu spracovavat osobné Udaje z miest mimo
EU/EHP.
Vidy, ked k takymto prenosom dojde, spolocnost Graitec
zabezpedi, aby sa vykonavali v stlade s poZiadavkami GDPR a iba
vtedy, ked' st zavedené vhodné zaruky. Tieto zaruky mézu zahfniat:
e Rozhodnutie o primeranosti vydané Eurépskou komisiou;
e Pouzitie Standardnych zmluvnych dolozZiek Eurdpskej
komisie (,,STD“) v kombinacii s doplnkovymi opatreniami,
ak je to potrebné; alebo
e Akykolvek iny mechanizmus schvaleny podla GDPR na
zabezpecenie rovnocennej Urovne ochrany.

11. Technické zabezpecenie vasich osobnych udajov
Spoloénost Graitec sa zavdzuje chranit osobné udaje, ktoré
spracovavame, pred neopravnenym pristupom, zmenou,
zverejnenim alebo zni¢enim.

Aby sme to dosiahli, implementujeme kombinaciu technickych a
organiza¢nych bezpecnostnych opatreni v sulade s priemyselnymi
Standardmi a poziadavkami GDPR.

Tieto bezpecCnostné opatrenia zahfnaju podla potreby:

o Bezpecné mechanizmy autentifikacie a riadenia pristupu

o Sifrovanie Udajov pocdas prenosu a v pokoiji (ak to sluzba

podporuje)

e Ochrana siete a infrastruktiry vratane firewallov,

antivirusového softvéru a systémov na
detekciu/prevenciu vniknuti

e ZvySovanie bezpecnosti systému a  softvéru,
bezpecnostné zaplaty a sprava zranitelnosti

e Postupy zilohovania a zabezpecCenia kontinuity
podnikania

e Zaznamenavanie a monitorovanie kritickych systémov na
odhalenie nezvycajnych alebo neopravnenych aktivit
e Vnutorné pravidla, Skolenia a povinnosti mi¢anlivosti pre
zamestnancov a spracovatelov
Spolo¢nost Graitec pravidelne kontroluje a aktualizuje svoje
bezpecnostné opatrenia tak, aby odrdzali technologicky vyvoj,
vznikajuce hrozby a regulacné poziadavky.
Pre komponenty obsahujice umelu inteligenciu spoloénost Graitec
implementuje dodatocné opatrenia kybernetickej bezpecnosti —
vratane overovania integrity suborov Udajov, monitorovania driftu,
auditu modelov, ochrannych opatreni proti opatovnej identifikacii
a posudenia rizik Specifickych pre umelu inteligenciu — v sulade s
poziadavkami zakona o umelej inteligencii (Al Act) na doveryhodnu
umelu inteligenciu.

12. Kontaktovanie nas ohladom nasich zasad ochrany
osobnych udajov a vasich prav
GDPR vam udeluje niekolko prav tykajlcich sa spracovania vasich
osobnych udajov spoloénostou Graitec. Nasledujice prava si
mozete uplatnit kedykolvek:
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e Right to information — to obtain clear and
transparent information about how Graitec
processes your Personal Data.

e Right of access —to request a copy of the Personal
Data that Graitec holds about you.

e Right to rectification — to ask Graitec to correct
inaccurate, incomplete, or outdated Personal
Data.

e Right to erasure (“right to be forgotten”) — to
request the deletion of your Personal Data, unless
Graitec is required to keep it for legitimate or legal
reasons.

e Right to object — to object, on grounds relating to
your particular situation, to the processing of your
Personal Data based on legitimate interests.

e Right to withdraw consent — when processing is
based on your consent, you may withdraw it at
any time.

e Right to restriction of processing —to request that
the processing of your Personal Data be limited
under certain circumstances.

e Right to Data portability — to receive your
Personal Data in a structured, commonly used
format and transmit it to another controller,
where technically feasible.

e Right not to be subject to a decision based solely
on automated processing — to refuse any fully
automated decision-making that produces legal
or significant effects on you and to request human
review.

e Right to define post-mortem directives — to
define instructions on the retention, deletion, or
communication of your Personal Data after your
death, in accordance with applicable laws.

How to exercise your rights
To exercise any of these rights, you may contact our Data
Protection Officer (DPO):
dpo@graitec.com
Graitec Innovation SAS
20, rue de Provence
75009 Paris, France
To help us process your request efficiently, please include:
e the specific right you wish to exercise,
e the type of processing concerned,
e any relevant information to identify your Data,
e and, if needed, proof of identity (in case of
reasonable doubt about your identity).

e Pravo na informovanost — ziskat jasné a transparentné
informdcie o tom, ako spolo¢nost Graitec spracovéva vase
osobné udaje.

e Pravo na pristup — vyziadat si kdpiu osobnych udajov,
ktoré o vas spolo¢nost Graitec uchovava.

e Pravo na opravu — poziadat spolo¢nost Graitec o opravu
nepresnych, neuplnych alebo zastaranych osobnych
udajov.

e  Pravo na vymaz (byt zabudnuty) — poZiadat o vymazanie
vasich osobnych Gdajov, pokial spolo¢nost Graitec nie je
povinna ich uchovévat z opravnenych alebo zakonnych
dévodov.

e Pravo namietat — namietat z dévodov tykajucich sa vasej
konkrétnej situdcie proti spracovaniu vasich osobnych
udajov na zdklade opravnenych zaujmov.

e Pravo odvolat sihlas — ak je spracovanie zaloZené na
vaSom suhlase, mozete ho kedykolvek odvolat.

e Privo na obmedzenie spracovania - pozZiadat o
obmedzenie spracovania vasich osobnych Udajov za
urcitych okolnosti.

e Pravo na prenosnost Gdajov — ziskat svoje osobné daje
v §truktirovanom, bezne pouzivanom formate a preniest
ich inému prevadzkovatelovi, ak je to technicky mozné.

e ravo nebyt predmetom rozhodnutia zaloZzeného vyluéne
na automatizovanom spracuvani (vratane profilovania) —
odmietnut akékolvek plne automatizované rozhodovanie,
ktoré md pre vas pravne alebo vyznamné doésledky, a
poziadat o ludské preskimanie.

e Pravo definovat pokyny po smrti — definovat pokyny
tykajice sa uchovavania, vymazania alebo oznamenia
vasich osobnych udajov po vasej smrti v sulade s platnymi
zékonmi.

Ako uplatnit svoje prava
Ak chcete uplatnit ktorékolvek z tychto prav, mozete kontaktovat
nasho uradnika pre ochranu udajov (DPO):

dpo@graitec.com

Graitec Innovation SAS

20, rue de Provence

75009 Paris, Franta
Aby sme mohli vasu Ziadost efektivne spracovat, uvedte, prosim,:
e konkrétne pravo, ktoré si Zelate uplatnit,
e typ prislusného spracovania,
 akékolvek relevantné informacie na identifikaciu vasich udajov,
* a v pripade potreby doklad totoznosti (v pripade odévodnenych
pochybnosti o vasej totoZznosti).
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Right to lodge a complaint
If you believe that your rights are not respected, you may
lodge a complaint with your local data protection authority.

In Slovakia, the supervisory authority is the Urad na
ochranu osobnych tdajov Slovenskej republiky:
https://dataprotection.gov.sk/sk/ine/vyhladavanie-sluzby-

Pravo podat staznost
Ak sa domnievate, Ze vase prava nie su reSpektované, mozete podat
staznost miestnemu organu na ochranu Gdajov.

Na Slovensku je dozornym orgdanom Urad na ochranu osobnych
udajov Slovenskej republiky:
https://dataprotection.gov.sk/sk/ine/vyhladavanie-sluzby-

formulara-elektronicku-komunikaciu/podavanie-navrhu-

formulara-elektronicku-komunikaciu/podavanie-navrhu-zacatie-

zacatie-konania/.

Where Al functionalities are involved, users may
additionally obtain information regarding the general logic
underlying automated processes and the role they play in
the service delivered.

13. Al Act Compliance

Graitec ensures that all Al systems made available to users:

—  fall within permitted categories under the Al Act;

— undergo internal conformity checks;

— comply with all requirements applicable to
limited-risk Al systems;

— do not process Personal Data for
purposes without explicit consent;

— do not generate automated decisions without
human review;

— are subject to documented risk-management,
monitoring and quality-control processes in
accordance with Articles 9, 12 and 52 of the Al
Act.

Graitec does not provide or deploy high-risk Al systems
without issuing a dedicated information notice and
supplying all mandatory documentation and safeguards.

training

14. Changes

Graitec may update this Privacy Policy from time to time to
reflect changes in our practices, legal requirements, or the
way our services operate.

The latest version of this Privacy Policy will always be
available on this page and will indicate the date it was last

updated.
Your continued use of our products and services after the
effective date of  the changes constitutes

acknowledgement of the updated policy.

konania/.

V pripade funkcii umelej inteligencie mézu pouzivatelia navyse
ziskat informéacie o vsSeobecnej logike, ktora je zadkladom
automatizovanych procesov, a o ich Ulohe v poskytovanej sluzbe.

13. Sulad s pravom EU o umelej inteligencii
Graitec zabezpecuje, aby vSetky systémy umelej inteligencie boli
spristupnené pouzivatelom:
—spada do povolenych kategorii podla zéakona o umelej inteligencii;
— podrobit sa internym kontrolam zhody;
— spliiat vietky poziadavky platné pre systémy umelej inteligencie
s obmedzenym rizikom;
— nespracovavali osobné Udaje na ucely skoleni bez vyslovného
suhlasu;
— negeneruju automatizované rozhodnutia bez kontroly ¢lovekom;
—podliehaju  zdokumentovanym procesom riadenia rizik,
monitorovania a kontroly kvality v sulade s ¢lankami 9, 12 a 52
zdkona o umelej inteligencii.
Spoloénost Graitec neposkytuje ani nenasadzuje systémy umelej
inteligencie s vysokym rizikom bez vydania osobitného
informacného ozndmenia a poskytnutia vSetkej povinnej
dokumentdcie a zaruk.

14. Zmeny

Spolo¢nost Graitec mbZe tieto Zasady spracovania Udajov
priebezne aktualizovat, aby odrazali zmeny v nasich postupoch,
pravnych poziadavkach alebo sposobe fungovania nasich sluzieb.

Najnovsia verzia tychto Zasad spracovania Udajov bude vidy k
dispozicii na tejto stranke a bude obsahovat datum poslednej
aktualizacie.

Vase dalSie pouzivanie nasich produktov a sluzieb po datume

nadobudnutia  UCinnosti  zmien  predstavuje  potvrdenie

aktualizovanych zasad.
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militari@champollion.ro
Tel: 0721.078.488

I, the undersigned DANIELA SCARLATESCU
sworn translator and interpreter registered under
no. 1074/2010, do hereby certify the accuracy of
the authorized Slovak translation (of the
Romanian document which is a translation of the
English document), which has been endorsed by
me.

Ja, dolu podpisana DANIELA
SCARLATESCU uradna prekladatelka a
tlmoc¢nicka zapisana pod ¢. 1074/2010, tymto
potvrdzujem spravnost’ autorizovaného

slovenského prekladu (rumunského dokumentu,
ktory je prekladom anglického dokumentu),
ktory som potvrdil.

URADNA PREKLADATELKA A TLMOCNICKA

DANIELA SCARLATESCU
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