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1) Purpose & Scope

This Supplier Code of Conduct (SCoC) defines the minimum sustainability, human rights, and
ethics standards that all GRAITEC suppliers must meet. It is mandatory and contractually binding
where incorporated by reference in the supplier questionnaire or supplier agreement.

e The SCoC is aligned with the UN Global Compact Ten Principles (Human Rights, Labour,
Environment, Anti-Corruption)

e It applies to all procurement categories (software, IT/cloud, professional & engineering
services, office and facilities, marketing, travel, and other supplies not included in this list).

e Suppliers must cascade these requirements to their own suppliers and subcontractors
engaged for GRAITEC-related work.

2) Our Standards & References

Suppliers are expected to support and respect:

¢ UN Global Compact — Ten Principles (Human Rights 1-2; Labour 3-6; Environment 7-9;
Anti-Corruption 10)

e OECD Guidelines for Multinational Enterprises

e |LO Core Conventions and applicable labour laws

e Sapin Il law

e GDPR,

e Applicable environmental regulations, anti-corruption, competition, privacy, and data
protection laws
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https://graitec-group.com/whistleblowing/
https://unglobalcompact.org/
https://unglobalcompact.org/what-is-gc/mission/principles
https://www.oecd.org/en/publications/oecd-guidelines-for-multinational-enterprises-on-responsible-business-conduct_81f92357-en.html
https://www.ilo.org/international-labour-standards/conventions-protocols-and-recommendations

3) Human Rights & Labour

Suppliers must protect human rights and provide a fair, safe, and dignified work and work
conditions:

e No child labour: No employment of individuals below the legal minimum age; robust
age-verification controls.

¢ No forced, bonded, or trafficked labour: Employment is voluntary; workers retain identity
documents and freedom of movement.

¢ No discrimination or harassment: Equal opportunity regardless of gender, race, ethnicity,
religion, disability, age, sexual orientation, or other protected status.

e Freedom of association & collective bargaining: Respect worker representation and lawful
union activity where permitted.

e Fair working conditions: Compliant wages, working hours, rest periods, and benefits per
applicable laws.

e Grievance access: Provide accessible worker grievance mechanisms, with non-retaliation.

4) Health, Safety & Wellbeing

Suppliers must provide a safe and healthy workplace:

e Implement a Health & Safety management system proportionate to risk (e.g., if needed
ISO 45001 or equivalent where relevant).

e Identify and mitigate workplace hazards, including ergonomic and psychosocial risks.

e Provide training, Personal Protective Equipment (PPE), emergency preparedness, and
incident reporting.

e Ensure safe conditions for remote/field and office environments; where applicable, safe
facilities, electrical safety, and safe equipment maintenance.

5) Environment & Climate
Suppliers will minimize environmental impacts and comply with environmental laws:

e Compliance with all applicable environmental regulations and permits.

e Resource efficiency: Reduce energy, water, and materials; avoid hazardous substances
where feasible; responsible waste management and management of electronic waste
handling.

e Climate: Measure and manage Greenhouse Gas emissions where material, with attention to
Scope 3 where relevant to services provided to GRAITEC.
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¢ Sustainable solutions: Promote cloud efficiency, paperless processes, green electricity,
and low-impact logistics where possible and applicable.

6) Ethics, Integrity & Anti-Corruption
Suppliers must uphold the highest standards of integrity:

e Zero tolerance for bribery, corruption, extortion, and fraud; explicit prohibition of
improper gifts & hospitality and facilitation payments.

e Conflicts of interest must be avoided or disclosed promptly.

¢ Fair competition: Comply with antitrust and competition laws.

e Accurate records: Maintain truthful books and records; prevent money laundering and
sanctions evasion.

e Confidentiality & IP: Protect GRAITEC and customer confidential information and
intellectual property.

7) Data Protection & Information Security
Given GRAITEC's technology environment, suppliers must:

e Comply with data protection laws (e.g., GDPR).

e Process personal data lawfully, fairly, securely, and only for agreed purposes.

e Implement information security controls proportionate to including access control,
encryption, vulnerability management, and incident response (ex as needed implementation
of ISO 27100).

¢ Notify GRAITEC promptly of any actual or suspected data or security incident affecting
GRAITEC or its customers.

8) Sustainable Procurement & Sub-Supplier Management
Suppliers must extend these standards through their own supply chains:

e Conduct risk-based due diligence on critical subsuppliers (country, category, and service
risk).

e Incorporate compliance clauses equivalent to the ones in this Code in subcontracts and
monitor performance.

e Address identified risks with corrective action plans and time-bound remediation.
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e Where relevant (e.g., hardware/physical goods), promote traceability and avoid high-risk
sources in line with applicable law.

9) Trade Compliance, Sanctions & Export Controls

Suppliers must comply with applicable trade, export control, and sanctions regulations.
They must screen counterparties where appropriate and avoid prohibited transactions. Any
potential exposure must be disclosed to GRAITEC.

10) Implementation Requirements
To demonstrate compliance, suppliers are expected to:

1. Acknowledge this SCoC (or provide an equivalent policy aligned to UNGC & EcoVadis
themes).
2. Provide evidence on request, which may include:
o Policies on human rights, labour, environment, ethics/anti-corruption, data
protection/security
o Training records and role-based instructions
o Risk assessments and improvement plans
o Certifications where relevant (e.g., ISO 14001/45001/27001, SOC 2)
3. Complete assessments (e.g., GRAITEC Supplier Questionnaire or EcoVadis rating) where
requested.
4. Cooperate with audits, site visits, or documentation reviews proportionate to risk.
5. Notify GRAITEC of any material incidents, legal actions, or regulatory findings related to
this SCoC.

11) Reporting Concerns & Whistleblowing
GRAITEC encourages early reporting and strictly prohibits retaliation.

e Channels: Suppliers and workers can report concerns confidentially via:
o GRAITEC reporting line: Compliance: Whistleblowing Platform
e Process: Reports are acknowledged, assessed, and investigated; outcomes may lead to
corrective actions.
e Protection: Good-faith reporters are protected from retaliation.
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https://graitec-group.com/whistleblowing/

12) Monitoring, Corrective Actions & Escalation

¢ Monitoring: GRAITEC may conduct periodic reassessments of strategic or high-risk
suppliers.

e Corrective Action Plans (CAPs): Suppliers are expected to correct non-conformities within
an agreed deadline

o Escalation: Serious or repeated breaches (e.g., child/forced labor, corruption, data breaches)
may result in suspension or termination, and notification to authorities where legally
required.

13) Communication & Continuous Improvement

e The SCoC is public, published and communicated during onboarding and contract renewal.

e GRAITEC priorities supplier improvement over exclusion where appropriate, offering
guidance on expectations and evidence.

e The SCoC is reviewed regularly to maintain alignment with UNGC principles and applicable
laws.
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Annex A — Definitions

e UNGC: United Nations Global Compact — Ten Principles (Human Rights, Labour,
Environment, Anti-Corruption).

e EcoVadis themes: Environment; Labor & Human Rights; Ethics; Sustainable Procurement.

e SCoC: Supplier Code of Conduct.

e CAP: Corrective Action Plan.

e High/critical supplier: Determined by risk mapping (country, category, spend/criticality).
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Annex B — Minimum Documentation Checklist
When requested, suppliers should be able to provide current, dated evidence:

e Human Rights & Labour policy (includes child/forced labour, non-discrimination, freedom of
association, grievance)

e Health & Safety policy/procedures (training, incident logs)

e Environmental policy & initiatives (energy, emissions, waste; any certifications)

e Ethics/Anti-corruption policy (gifts & hospitality, conflicts, third-party due diligence)

e Data protection & information security policy (incident response, access control; any
certifications)

e Sub-supplier SCoC/clauses; due diligence method for high-risk subsuppliers

e Training records, risk assessments, CAPs, audit summaries (as applicable)
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