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GRAITEC PRIVACYPOLICY 

1. Graitec Privacy  Statement 

This Privacy Policy aims at providing you with information on the way we use your personal 
data which is directly collected or processed via our website www.graitec.com or 
indirectly via other means throughout our commercial relationship with you. This Privacy 
Policy also applies to personal data processed when you use Graitec software products, 
online services, or cloud-connected features, unless a more specific notice is provided. 

Respecting your privacy is a paramount principle to us and we commit to processing your 
personal data (“Personal Data”) in strict compliance with the General Data Protection 
Regulation 2016/679 (hereafter « GDPR ») and, where applicable, the Regulation 
2024/1689  Artificial Intelligence Act (hereafter EU AI Act). 

This policy is guided by the principles of the GDPR and we undertake to ensure that: 
• You remain in control of your Personal Data 
• Your Personal Data is processed in a transparent, confidential and secure way. 

When Graitec provides functionalities that incorporate artificial intelligence components 
— including statistical systems, recommendation engines, completion tools or 
assistance features — Graitec ensures that such systems are designed and operated in 
full compliance with the EU Artificial Intelligence Act. These systems qualify as limited-
risk or non-sensitive AI functionalities and do not involve any automated decision-making 
producing legal or similarly significant effects. 

Where applicable, Graitec provides appropriate information explaining the role of AI in the 
service, its limitations, residual risks, and the means of obtaining human review. 

 

2. Identity and Contact Details of the Data Controller 

The data controller is Graitec Innovation SAS, whose registered offices are 20, rue de 
Provence, Paris 75009, France (hereinafter “Graitec”). 

3. Personal Data Collection 

We collect Personal Data in the context of your interactions with our websites, our 
software products, our cloud services, and our commercial relationship with you. 
Personal Data is any information that identifies you directly or indirectly. 

We may collect Personal Data in the following situations: 
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3.1. When you browse our websites or fill in online forms 

This includes information you provide when you request to be contacted, download a trial 
version, register for an event, access documentation, subscribe to a newsletter, or 
request information about our products or services. 

Typical categories of data include: 

• title, first name, surname 

• email address and postal address 

• company name, professional role, sector of activity 

• telephone number 

• any information voluntarily provided in a contact form 

Graitec collects only the data strictly necessary to process your request and will not 
repurpose form-based data for incompatible uses (such as marketing) without your 
explicit consent. 

Data is used to process your request, provide access to downloads, send documentation, 
manage subscriptions, or respond to enquiries.  

 

3.2. When you create and use an account (e.g., Graitec Advantage or cloud services) 

To provide access to licensed software, subscription services, downloads, cloud 
features, support portals, or cloud services, we may collect: 

• account identifiers (such as email address used for AdvantageID) 

• authentication tokens generated by our identity provider 

• account profile information 

• subscription and entitlement information 

Passwords are managed exclusively by the Microsoft authentication platform, using 
secure tokenization and Single Sign-On where available. 

 

3.3. When you activate and use Graitec desktop software or cloud services 

To deliver, protect, and maintain our products, we may collect operational and technical 
data (“service telemetry”), which is strictly necessary for: 

• product activation and license validation 

• secure authentication 
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• entitlement checks 

• maintaining software integrity 

• ensuring service reliability and performance 

This may include: 

• Device identifiers (e.g., hardware hash or system-generated device ID) 

• IP address (used for licensing validation, security checks, service availability 
monitoring, and to comply with applicable export-control and sanctions 
regulations through basic geolocation) 

• License activation and validation events 

• Authentication and entitlement verification signals 

• Runtime integrity and diagnostic signals (e.g., crashes, corrupted files, 
tampering attempts) 

• Connection and service-health information (e.g., connection status, latency, 
service availability) 

• Anti-abuse and fraud-prevention signals (e.g., suspicious activation patterns, 
unauthorized access attempts) 

This data is essential to provide and secure our services and is processed in accordance 
with GDPR. 

Telemetry elements linked to the integrity, security or operation of AI systems are never 
used for model training or feature improvement unless they have first undergone 
irreversible anonymisation. 

3.4. When you opt in to optional diagnostics or feature-improvement programs 

With your consent or where allowed under legitimate interest, we may collect aggregated 
or anonymized technical data to help us improve: 

• product stability and performance 

• compatibility and configuration support 

• user experience and workflow optimization 

Non-essential diagnostics can be disabled in the product settings where available. 

Depending on your settings and product configuration, we may collect Non-Essential 
Diagnostics and Feature-Improvement Data (optional): 
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• Performance metrics: (e.g., startup time, command execution time, 
memory/CPU usage patterns) 

• Crash reports and exception details: (e.g., error codes, stack traces, frequency 
of application failures) 

• Compatibility and configuration signals: (e.g., operating system version, 
hardware class, GPU/driver identifiers, locale and regional settings) 

• Usage analytics related to user experience: (e.g., anonymized feature usage 
frequency, workflow sequences, interaction patterns) 

• Environment and workload characteristics: (e.g., non-personal information 
about files or models, such as file size, object counts, or operation type, without 
collecting the file content itself) 

• Aggregated diagnostics related to cloud service interactions: (e.g., round-trip 
times, API availability, anonymized operation success/failure counts) 

• Optional feedback signals: (e.g., user-submitted satisfaction ratings, survey 
responses) 

3.5. When you opt in to AI-related data sharing features (optional) 

If you choose to enable optional features that contribute to the development or 
improvement of AI-based functionalities, we may process anonymized or 
pseudonymized engineering or usage data, never including personal or sensitive 
content. All data processed to improve AI-based functionalities undergoes a systematic 
assessment ensuring the absence of personal data or project-identifying information. 
Graitec implements robust anonymisation techniques and commits never to attempt any 
form of re-identification. 

Participation is voluntary and can be disabled at any time. 

We may collect the following types of anonymized or pseudonymized technical data, 
strictly limited to what is necessary for the development and improvement of AI-based 
functionalities: 

1. Anonymized Engineering Pattern Data: the anonymized or pseudonymized 
engineering data we may collect for AI-related feature improvement is strictly limited to 
low-level, non-identifiable technical patterns, never including user-generated 
documents, project geometry, drawings, or any Customer-specific engineering content 
(structure-only, no customer content). 

• Object counts, entity types, and parametric relationships: e.g., how many 
columns, which types of connections are used, relative relationships but no 
shapes; 
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• Geometric complexity indicators: e.g., bounding-box ranges, density, topology 
signatures, but never actual coordinates or shapes; 

• Generic structural or modelling operations: e.g., “beam created,” “wall 
edited,” “rebar placed,” or other neutral commands, with no associated 
geometry or uploaded user content; 

• Non-identifiable feature-usage sequences: e.g., “command A → command B → 
command C,” capturing workflow patterns, not data; 

• Typical element selection or sizing patterns: e.g., frequently used steel section 
families or classes, habitual profile choices, without any model geometry; 

• General model complexity metrics: e.g., aggregate element counts, 
connection categories, topological signatures, always ensuring that no full 
structural design, project geometry, or Customer-sensitive information is 
captured. 

• Reinforcement arrangement characteristics: e.g., number of bars, spacing 
categories, common rebar configurations, without project-specific dimensions; 

All such engineering pattern data is processed in a manner that prevents identification 
of a person, project, or company, and is used exclusively to improve AI-based 
functionalities developed and operated internally by Graitec. Participation is optional 
and can be disabled at any time. 

2. Usage and Interaction Analytics 

• anonymized interaction events (e.g., tools used, menu selections, macro 
execution) 

• workflow progression patterns (e.g., frequency of repeated operations, number of 
iterations) 

• anonymized timestamps or duration metrics (e.g., time to completion of a 
modeling step) 

3. Performance and Computational Signals 

• compute-time metrics for AI predictions (e.g., inference duration, error 
distribution) 

• anonymized correlation metrics (e.g., model suggestions accepted/rejected) 

• technical model-input characteristics (e.g., model size bucket, mesh density 
category) 

4. System and Environment Metadata 

(non-personal, technical parameters only) 

• software version, component versions 

• operating system type 
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• hardware class and GPU type 

• locale and regional settings 

5. Pseudonymized Identifiers (if strictly necessary) 

• a randomly generated device or installation ID 

• a session identifier 

(We never collect names, emails, IP addresses, AdvantageID identifiers, or any direct or 
indirect personal data for AI training.) 

We do NOT collect for AI model improvement: 

• engineering design content, geometry, drawings, BIM/Revit models, rebar 
details, analytical models 

• project files, user-generated documents, or sensitive business information 

• personal data, such as name, email, IP, device serial number 

• any customer confidential information 

Graitec warrants compliance with the GDPR and the EU AI Act. Graitec documents the 
technical and organisational measures in place to ensure the quality, integrity and 
representativeness of the data used in the development or improvement of AI 
components, in accordance with Articles 10 and 12 of the AI Act. 

 

3.6. When you communicate with us 

If you contact Graitec (support request, training enrollment, commercial enquiry), we 
collect the information you provide so we can respond, manage your request, or provide 
the relevant service. 

We may collect: 

• title, first name, surname 

• email address and postal address 

• company name, professional role, sector of activity 

• telephone number 

• any information voluntarily provided in a contact form or any other communication 
form. 

Support or commercial communications are stored only for the period strictly necessary 
to handle the request, unless a longer period is required by law. 
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4. Nature of the Personal Data collected 

The types of Personal Data collected depend on your interaction with Graitec (website, 
customer portals, software products, cloud services, or support). They may include: 

4.1 Identification Data 

Information that allows us to identify or contact you, such as your name, surname, 
business email address, postal address (for invoicing), and telephone number. 

4.2 Authentication and Account Access Data 

Data required to create and secure your Graitec Advantage account, including account 
identifiers (email), authentication tokens, Single Sign-On identifiers, and logs related to 
login attempts. 

Passwords are managed exclusively by the Microsoft authentication platform. 

4.3 Financial and Transaction Data 

Banking or payment information required for invoicing and subscription management. 

 

4.4 Website Browsing & Cookie Data 

Usage information collected when you browse our website, including cookies, analytics 
data, and interaction logs, according to your cookie preferences. 

4.5 Customer Relationship & Support Data 

Correspondence, documentation requests, training registrations, support tickets, 
customer feedback, and information necessary to manage your relationship with Graitec. 

4.6 Marketing & Prospecting Data 

Data provided for surveys, product testing, marketing communications, or promotional 
operations. 

4.7 Data Collected from Third Parties 

Personal Data that you have agreed to share with us from social networks or other publicly 
available sources. 

4.8 Operational, Licensing & Security Data (“Service Telemetry”) – Software/Cloud 

Graitec processes certain operational, licensing, and security-related data that is strictly 
necessary to activate, operate, protect, and maintain the Graitec Solutions. This includes 
data used for license validation, access control, entitlement checks, product integrity, 
and core service operation. 
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This may include: 

• license activation and validation signals 

• entitlement checks and subscription status 

• runtime integrity and anti-abuse signals 

• machine identifiers and IP region used for license protection 

• connection and service-health information 

• security logs 

• authentication metadata 

This processing is performed under contract performance  for activation, access control, 
entitlement checks, product integrity, and service operation, and in support of security 
obligations (Art. 32 GDPR). 

This processing is essential for the protection and proper functioning of the Graitec 
Solutions and cannot be disabled by the user. This data does not allow Graitec to track 
user behaviour for purposes other than security, compliance, or service integrity. 

 

4.9 Fraud Prevention & License Misuse Detection  

Graitec processes data required to detect piracy, license misuse, or unauthorized use of 
the software. This includes telemetry used to identify anomalous usage patterns and 
protect Graitec’s intellectual property. 

This may include: 

• machine identifiers 
• IP region information 
• license validation logs 
• anti-abuse and misuse-detection indicators 

Graitec remains the Data Controller for this processing. 

 

4.10 Functional Performance & Quality Data 

Technical diagnostics used to maintain and improve the stability, compatibility, and 
performance of the Graitec Solutions, including: 

• crash reports and exception logs 

• performance metrics (startup time, resource usage) 
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• configuration and environment data (OS version, hardware class) 

• API reliability and connection metrics 

 

4.11 Product Usage & Experience Data (optional analytics) 

Aggregated usage information (feature usage counts, workflow patterns) used to improve 
UX and product design. 

Non-essential analytics may be disabled via settings or tenant configuration. 

 

4.12 AI Model Development (optional, opt-in only) 

If you choose to enable AI data-sharing features, Graitec may process anonymized 
engineering or usage data solely to improve AI-based functionalities. 

No personal data, customer design files, or identifiable information is used without 
explicit consent. 

Collection is compliant with the EU AI Act. 

4.13 Inferred Data (AI & Analytics) 

Some data may be generated through automated analysis of your interactions (e.g., usage 
statistics). Such inferred data is never used for individual decision-making. 

 

5. Purposes and legal basis of the collection of your personal data 

 

Graitec processes Personal Data for the following purposes: 

5.1 Contract Performance and Service Provision 

To provide, activate, and operate the Graitec Solutions, including: 

• account creation and authentication 

• license activation, validation, and subscription management 

• delivery of software downloads, cloud services, and updates 

• customer support, troubleshooting, and service notifications 

The legal basis of such collection is contract performance 

5.2 Operational, Licensing, and Security Protection 
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To ensure the proper functioning, security, and integrity of our software and cloud 
services, including: 

• operational and service telemetry strictly necessary for activation, access control, 
performance, and reliability.  Where possible data minimization principles are 
applied to the telemetry through the usage of pseudonymization or hashing of the 
telemetry identifiers. 

• detection and prevention of software fraud, piracy, unauthorized access, or abuse 

• monitoring of service availability, connection health, and runtime integrity 

The legal basis of such collection are contract performance and legitimate interest.   

The legal basis for the collection of personal data for activation, access control, 
entitlement checks, product integrity, and service operation, are the contract 
performance and the legitimate interest.  This processing is essential for the protection 
and proper functioning of the Graitec Solutions and cannot be disabled by the user. 

Regarding the prevention of software fraud, Graitec’s specific legitimate Interest is 
preventing unauthorized use, detecting piracy, and ensuring the security of networks and 
information systems, in accordance with Recital 49 GDPR. 

 

5.3 Product Quality, Diagnostics, and Improvement 

To maintain and improve stability, efficiency, compatibility, and quality of the Graitec 
Solutions, including: 

• crash reports, diagnostic logs, and performance measurements 

• aggregated usage analytics to understand product behavior 

• configuration and compatibility analysis 

• Where applicable, users may disable non-essential diagnostics. 

The legal basis of such collection is legitimate interest.   

 

5.4 Customer Relationship and Communication 

To manage the relationship with customers and prospects, including: 

• responses to requests for information 

• registration and participation in training, webinars, or events 

• subscription management and service updates 
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• sending transactional or administrative messages 

The legal basis for such collection is performance of the contract or legitimate interest. 

 

5.5 Marketing and Prospection 

To send newsletters, product information, promotional offers, and targeted 
communications. 
The Legal basis is Consent or Legitimate Interest, where permitted. 

Users may unsubscribe at any time. 

 

5.6 Financial, Administrative, and Legal Obligations 

For billing, invoicing, accounting, dispute management, and compliance with applicable 
legal obligations. 

The Legal basis is Contract performance and Legal Obligation  

 

5.7 AI Model Development (Optional) 

If the user opts in, anonymized or non-identifying data may be used to develop or improve 
AI-based functionalities embedded in Graitec products. No personal data, customer 
design files, or other user-generated content is used without explicit consent. 
Participation is voluntary and can be disabled at any time.  

The legal basis are legitimate interest and consent. 

Graitec ensures compliance with the EU AI Act and does not share such data with third 
parties. 

 

5.8 Data Subject Rights Management (DSR Handling) 

To register, review, verify, and answer Data Subject Rights requests (access, 
rectification, erasure, restriction, objection, portability). Processing is strictly limited to 
what is necessary to confirm the requester’s identity, locate the relevant data, and 
provide a compliant response within the statutory timelines. 
The legal basis is compliance with a legal obligation.  
 
5.9 Whistleblowing System Management 
 
To operate an internal reporting channel allowing employees and third parties to report 
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suspected misconduct, ethical breaches, or compliance violations, and to investigate 
such reports confidentially. Reports may also be submitted anonymously where 
permitted by local law. Only information strictly necessary for assessing and following 
up the report is processed, with confidentiality safeguards applied to the identity of the 
whistleblower (including when the whistleblower chooses to remain anonymous) and 
implicated persons. 
The legal basis are compliance with a legal obligation and public interest where 
applicable under EU Directive 2019/1937. 
 
5.10 Recruitment and Candidate Management 
 
To review applications, assess candidate suitability, conduct interviews, verify 
qualifications, and manage the recruitment process.  

Candidate data is retained only for the duration of the hiring process, unless local law 
allows longer retention with explicit consent for future opportunities. 
 

The legal basis are pre-contractual necessity and legitimate interest.   

 

5.11 AI Act Transparency Requirements 

 
Where generative or assistive AI functionalities are offered, Graitec provides clear 
information enabling users to understand: 

– the role of the AI system, 

– its operational limitations, 

– residual risks associated with its use, 

– and the means of obtaining human oversight. 

 

6. Duration of storage of collected your Personal Data 

Graitec retains Personal Data only for as long as necessary to fulfil the purposes for which 
it was collected, including to comply with legal, contractual, security, and operational 
requirements. 

Retention periods vary depending on the type of data and the context in which it is 
processed. In general: 
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• Account and authentication data are retained for the duration of the customer 
relationship and deleted or anonymized after account closure, unless a longer 
period is required by law (e.g., accounting, fraud-prevention retention). 

• Operational and licensing data (service telemetry) are retained for the period 
necessary to ensure activation, security, incident investigation, and auditability of 
the software. Aggregated or anonymized telemetry may be kept longer for 
statistical and product-improvement purposes. 

• Support and correspondence records are retained for the time necessary to 
handle the request and for internal audit and quality-control purposes. 

• Invoicing, payment, and financial records are retained for the mandatory legal 
period applicable in the relevant jurisdiction. 

• Marketing and communication data are retained until you withdraw consent or 
object to processing. 

• Data processed under legal obligations (e.g., security, fraud prevention) may be 
retained for the duration required by applicable law. 

After the relevant retention period has expired, the data is deleted, anonymized, or 
archived securely in accordance with Graitec’s data-retention policy. Where extended 
retention is necessary for statistical analysis or product-improvement purposes, Graitec 
first applies irreversible anonymisation. 

 

7. Use and collection of information: partner platforms 

Some Graitec websites or services may integrate features provided by third-party partners 
(for example: training platforms, payment processors, licensing services, cloud-based 
services, or embedded service widgets). When you interact with these partner features, 
the partners may collect Personal Data in accordance with their own privacy policies. 

Graitec only shares Personal Data with such partners when necessary to provide the 
requested service, support your account, process orders, or enable platform 
functionalities. Each partner is responsible for informing you about the data they collect 
and for complying with applicable data-protection laws. 

 

8. Cookies 

Graitec uses cookies and similar technologies to operate the website, analyze site traffic, 
improve the performance and security of our services, and provide a more personalized 
user experience. 
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Essential cookies, required for the functioning of the website, are placed automatically. 
Non-essential cookies (analytics, personalization, and advertising cookies) are used only 
with your consent through our cookie-consent banner. 

For details on the types of cookies we use, their purpose, and how you can manage your 
choices, please refer to our Cookie Policy. 

 

9.  Information about you provided to partner companies 

As part of our role as a reseller and integrator of third-party software solutions (including 
but not limited to Autodesk products), Graitec may share limited Personal Data with these 
partners when necessary to process your order, deliver your license, activate your 
subscription, or provide customer support related to the purchased product. 

Such partners act as independent data controllers and process your Personal Data in 
accordance with their own privacy policies. For example, in the case of Autodesk 
software, please refer to the Autodesk Privacy Statement. 

Graitec only shares the minimum amount of Personal Data required for the performance 
of the contract or for customer-support purposes. 

 

10. Transfer and storage of information 

Your Personal Data is primarily stored and processed within the European Union (“EU”). 
However, some of our service providers (such as cloud hosting, authentication, analytics, 
or support providers) may process Personal Data from locations outside the EU/EEA. 

Whenever such transfers occur, Graitec ensures that they are carried out in compliance 
with GDPR requirements, and only when appropriate safeguards are in place. These 
safeguards may include: 

• An adequacy decision issued by the European Commission; 

• The use of the European Commission’s Standard Contractual Clauses (“SCCs”), 
combined with supplementary measures where required; or 

• Any other mechanism approved under GDPR to ensure an equivalent level of 
protection. 

 

11. Technical security of your personal information 

Graitec is committed to protecting the Personal Data we process from unauthorized 
access, alteration, disclosure, or destruction. 
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To achieve this, we implement a combination of technical and organizational security 
measures in accordance with industry standards and GDPR requirements. 

These security measures include, as appropriate: 

• Secure authentication and access-control mechanisms 

• Encryption of data in transit and at rest (when supported by the service) 

• Network and infrastructure protection, including firewalls, anti-malware, 
intrusion detection/prevention systems 

• System and software hardening, security patching, and vulnerability 
management 

• Backup and business-continuity procedures 

• Logging and monitoring of critical systems to detect unusual or unauthorized 
activities 

• Internal policies, training, and confidentiality obligations for employees and 
processors 

Graitec regularly reviews and updates its security measures to reflect technological 
developments, emerging threats, and regulatory requirements. 

For components incorporating AI, Graitec implements additional cybersecurity measures 
— including dataset integrity verification, drift monitoring, model auditing, re-
identification safeguards and AI-specific risk assessments — in line with the AI Act’s 
requirements for trustworthy AI. 

12. Contacting us about our privacy policy and your rights 

The GDPR grants you several rights regarding the processing of your Personal Data by 
Graitec. You may exercise the following rights at any time: 

• Right to information – to obtain clear and transparent information about how 
Graitec processes your Personal Data. 

• Right of access – to request a copy of the Personal Data that Graitec holds about 
you. 

• Right to rectification – to ask Graitec to correct inaccurate, incomplete, or 
outdated Personal Data. 

• Right to erasure (“right to be forgotten”) – to request the deletion of your 
Personal Data, unless Graitec is required to keep it for legitimate or legal reasons. 

• Right to object – to object, on grounds relating to your particular situation, to the 
processing of your Personal Data based on legitimate interests. 
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• Right to withdraw consent – when processing is based on your consent, you may 
withdraw it at any time. 

• Right to restriction of processing – to request that the processing of your 
Personal Data be limited under certain circumstances. 

• Right to data portability – to receive your Personal Data in a structured, 
commonly used format and transmit it to another controller, where technically 
feasible. 

• Right not to be subject to a decision based solely on automated processing – 
to refuse any fully automated decision-making that produces legal or significant 
effects on you and to request human review. 

• Right to define post-mortem directives – to define instructions on the retention, 
deletion, or communication of your Personal Data after your death, in accordance 
with applicable laws. 

How to exercise your rights 

To exercise any of these rights, you may contact our Data Protection Officer (DPO): 

dpo@graitec.com 

Graitec Innovation SAS 

20, rue de Provence 

75009 Paris, France 

To help us process your request efficiently, please include: 

• the specific right you wish to exercise, 

• the type of processing concerned, 

• any relevant information to identify your data, 

• and, if needed, proof of identity (in case of reasonable doubt about your identity). 

Right to lodge a complaint 

If you believe that your rights are not respected, you may lodge a complaint with your local 
data protection authority. 

In France, the supervisory authority is the CNIL: https://www.cnil.fr/fr/plaintes 

Where AI functionalities are involved, users may additionally obtain information regarding 
the general logic underlying automated processes and the role they play in the service 
delivered. 

mailto:dpo@graitec.com
https://www.cnil.fr/fr/plaintes
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13. AI Act Compliance  

Graitec ensures that all AI systems made available to users: 

– fall within permitted categories under the AI Act; 
– undergo internal conformity checks; 
– comply with all requirements applicable to limited-risk AI systems; 
– do not process personal data for training purposes without explicit consent; 
– do not generate automated decisions without human review; 
– are subject to documented risk-management, monitoring and quality-control 

processes in accordance with Articles 9, 12 and 52 of the AI Act. 

Graitec does not provide or deploy high-risk AI systems without issuing a dedicated 
information notice and supplying all mandatory documentation and safeguards. 

 

14. Changes 

 

Graitec may update this Privacy Policy from time to time to reflect changes in our 
practices, legal requirements, or the way our services operate. 

The latest version of this Privacy Policy will always be available on this page and will 
indicate the date it was last updated. 

Your continued use of our products and services after the effective date of the changes 
constitutes acknowledgement of the updated policy. 

 


